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LAB 1 - Adding Microsoft Server using Microsoft Sync 
In Lab 1, Students will add Microsoft Server information in Infoblox Grid using a closed loop workflow to manage 
several services running on Microsoft Server, for example, DNS, DHCP and AD Sites and Services. 


Preparing the lab 


Before starting the lab, please make sure to load the Microsoft Grid configuration to streamline this lab. Do the 
following: 


1. Login to the Infoblox Grid (i.e. https://10.61.2.100 (admin, infoblox)) 
2. Click on Grid à Grid Manager  
3. Under Toolbar click on Restore à Restore Grid (as shown below) 


 
 


4. Make sure to uncheck “Discovery data” and “Infoblox Reporting & Analytics App” (as shown below) 


 
5. Click on “Select”, then “Select” again then browse to the “Bloxfest Grid Lab Configs” folder (which is 


located on the Desktop) and select the “startup-config-for-Microsoft-bloxfest.bak”. Click on the Open 
button and then Upload 


6. Click on Restore then click on Yes (when prompted to Confirm restore) 
7. Wait for few seconds then click on Yes (when you see the Successful restore message) 
8. Wait for few minutes while the Microsoft Grid configuration is getting applied (as it requires the Grid 


Master to reboot). 
9. Then log back into the Grid Master (i.e. https://10.61.2.100) once the restore operation has completed 


 
Verify that “Show Restart Banner” is enabled 
 
Please make sure that the “Show Restart Banner” is selected by going through these steps: 


- Click on Grid à Grid Manager à Members 
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- Click on Grid Properties à Edit 
- Click on the Advanced tab 
- Check the “Show Restart Banner” if it is not selected (as shown below) 


 
- Click on Save & Close 


 


1. Go to Grid à Microsoft Servers à Servers 


 


2. Click Add à Microsoft Server(s) under Toolbar  


 


 


3. Fill the fields in Add Microsoft Server(s) Wizard> Step 1 of 5 as follows 
 


a. Credentials to connect to the Microsoft server(s) 
Domain\username  – “MS\Administrator” 


Password             – “!1infoblox” 


b. Managing Member 
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Click on Select Member button and select dc1-gm.infoblox.com 


 


Leave the remaining fields at default value. 


 


c. Click Next 
 


 


 


4. Perform following actions in Add Microsoft Server(s) Wizard> Step 2 of 5 
a. Select checkbox Use general credentials (from the first page of wizard) 
b. Leave checkbox selected Use general synchronization interval (from first page of wizard) 


and accept the 2 minutes value for Minimum synchronization interval 
c. Select value Read/Write from Manage DNS and DHCP services in drop down menu 
d. Click Next 


 


 


5. Perform following actions in Add Microsoft Server(s) Wizard>Step 3 of 5 


3a#


3b#


3c#


4a#


4b#


4c#


4d#
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a. Select checkbox Use general credentials (from the first page of wizard) 
b. Leave checkbox selected Use general synchronization interval (from first page of wizard) 


and accept the 2 minutes value for Minimum synchronization interval 
c. Select value Read/Write from Manage Active Directory sites in drop down menu 
d.  Select None for Encryption 
e. Click Next 


 


 


6. On Add Microsoft Server(s) Wizard>Step 4 of 5, under Managed Servers, perform the following action, 
a. Add 10.61.2.10 under Name or IP Address column 
b. Select checkboxes under DNS Sync, DHCP Sync and Active Directory Sites 
c. Click Save & Close 


 


Click Yes when the security message pops up to continue. 


 


7. To view recently added Microsoft Server, go to Grid à Microsoft Servers à Servers tab 


5a#


5b#


5c#


5d#


5e#


6a# 6b#


6c#
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Note: The Status may take several minutes to turn Green as it depends on size of synchronized data. The status 
may also indicate an error condition as the synchronization is established. Use the refresh button at the bottom of 
the table to update the view. 


LAB 2 - Managing DNS Zones synced from Microsoft Server 
In Lab 2, Students are going to view DNS zone(s) synced from recently added Microsoft server in lab 1. Students 
are also going to add new DNS resource records, modify and delete records.  


 


1. Go to Data Management à DNS à Zones 


 


 


2. Click on MS Sync enabled zone ms.nios listed under Zones tab 


 


 


3. This opens the DNS Zone with its entire data synced from Microsoft Server 
Students can browse the data and look at different resource records synced from Microsoft 
Server 
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4. In this step students are going to add a Type A resource record to the DNS zone 
a. From Toolbar, Click Add à Record à A Record 


 


b. On Add A Record>Step 1 of 3 fill the fields as follows 
i. Name - www 
ii. IP Address - 10.61.2.250 


c. Click Save & Close 
d. NIOS may warn that there is no reverse mapping zone, so Click Yes 


to accept the warning 


 


Students can now view this newly created A record in the DNS zone. 


 


5. In this step students are going to modify the data of newly created A record 
a. Select A record by using Go to search feature and type www as shown and select www record 


and click Edit 


4bi$


4bii$


4c$
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b. Change the IP Address to 10.60.21.2.251 
 


c. Click Save & Close 


 


LAB 3 - Managing DHCP Ranges synced from Microsoft Server 
In Lab 3, Students are going to view DHCP Ranges synced from recently added Microsoft server in lab 1. 
Students are also going to modify the existing DHCP ranges and create new DHCP ranges from Infoblox Grid for 
Microsoft DHCP Server. 


 


1. Go to Data Management à DHCP à Networks à Networks 


 


 


2. Here Network 10.61.2.0/24 with Microsoft logo can be viewed 


5b#


5c#
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3. Click on link 10.61.2.0/24 to view the existing DHCP Range for the network 


 


 


4. Click on DHCP Range link to view the list of IP addresses in the Range 


 


 


5. In this step Student are going to add a lease reservation for a specific DHCP client based on its MAC 
address. This way the DHCP client is going to get this reserved IP address upon requesting a lease. 


a. Click on Add > Fixed Address > IPv4 from Toolbar 


 


b. Keep default setting of Add Fixed Address on Add IPV4 Fixed Address Wizard> Step 1 of 8 and 
Click Next 
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c. On Add IPv4 Fixed Address Wizard>Step 2 of 8 screen do the following, 
i. Click on Next Available IP button to have NIOS automatically select first available IP 


address in lease reservation 
ii. Add the MAC address of a DHCP client, for example 11:22:33:44:55:66 
iii. Type test in Name field 
iv. Under Configure on section Select button next to Microsoft Server to have this DHCP 


lease reservation on Microsoft Server 
v. Click Save & Close 


 


vi. Students can now see the recently added Fixed Address in the DHCP Range List. 


 


 


6. In this step Student are going to create a new network 192.168.153.0/24 on Microsoft Server 
a. Click on Data Management à IPAM 


 


 


5ci$
5cii$


5ciii$


5civ$


5cv$
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b. From Toolbar, Click Add à Network à IPv4 


 


 


c. On Add IPv4 Network Wizard>Step1 of 8, select option Add Network and sub-option Manually, 
then click Next 


 


 


d. On Add IPv4 Network Wizard>Step 2 of 8, Click + and type 192.168.153.0 


 


 
e. Click Next 
f. On Add IPv4 Network Wizard>Step3 of 8, Click + > Add Microsoft Server 


 


 


g. Since there is only one Microsoft Server for the lab, it gets auto selected, 


 


h. Click Save & Close 
 


7. In this step students are going to create a new DHCP range on Microsoft Server from NIOS Grid. 
a. Go to Data Management à DHCP à Networks à Networks 


Note: You may need to click the “Networks Home” breadcrumb to exit the network selected from 
the previous lab. 
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b. Click Add > Range > IPv4 from Toolbar 


 


 


c. On Add IPv4 Range Wizard>Step 1 of 6 keep default selection of Add Range and Click Next 


 


 


d. On Add IPv4 Range Wizard>Step 2 of 8 screen do the following 
i. Click Select Network Button and select 192.168.153.0/24 from the list of Networks 
ii. Type 192.168.153.75 in the Start field 


and Type 192.168.153.79 in the End field 
iii. Click Next 


 


 


iv. Select Microsoft Server in Served by Section and Click Save & Close 
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v. The new DHCP Range can be viewed by clicking on 192.168.153.0/24 link under Data 
Management à DHCP à Networks à Networks 


 


LAB 4 - Managing Microsoft Active Directory Sites and Services 
In this lab, Students are going to  


• View Microsoft AD Sites synchronized from Microsoft Server and view the associated subnets-1 
• Add and modify new Site 
• Move Networks between AD Sites 
• Move multiple networks to a Site with one Click 


 


1. Click on Grid à Microsoft Servers à Active Directory Domains 


 


 


2. Click on ms.nios domain link 


 


 


3. The two Active Directory sites, London and San-Francisco, being hosted on MS Server and synchornized to 
NIOS can be viewed here  


 


 


4. Click on Data Management à IPAM to view subnets associated with AD Sites 
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5. Make sure ms.nios column is displayed under IPAM. If not, then do the following to display it 
a. Click on Coulmn Bar, to select Columns à Edit Columns 


 


 


b. Select checkbox next to ms.nios option and Click Apply 


 
 


6. Subnets listed next to San Francisco and London Sites can be viewed here 


 
 


7. In this Step students are going to create a site named Boston and assign it an IP subnet 192.168.153.0/24 
a. Click on  Grid à Microsoft Servers à Active Directory Domains à ms.nios 
b. Click the + sign  
c. Click on + and type Boston  


 


 


8. Click Next 
9. Highlight Boston under Active Directory Sites column 
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10. Click on + plus under Networks column to open Network Selector pop up window 


 
 


11. Click network 192.168.153.0/24 and then click OK 


 
 


12. Click Save and Close 
13. Click on Data Management à IPAM to view the newly assigned AD site to its subnet 


 
 


14. In this step, students are going to modify the newly created Boston Site, 
a. Click on Grid à Microsoft Servers à Active Directory Domains à ms.nios  
b. Click on Boston site by checking the box next to it and Click Edit 


 
 


c. Change the name from Boston to Dallas 
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d. Click Save & Close 
15. Click on Data Management à IPAM to view the modified AD site Dallas 


 
 


16. In this step, students are going to move subnets between AD sites 
a. Click on Grid à Microsoft Servers à Active Directory Domains à ms.nios 
b. Click Action icon next to the Dallas site 
c. Click Move Networks 


 
 


d. Click Select Site  


 
 


e. Click on London in Microsoft Site Selector 


 
 


f. Click Move  
g. Click Data Management à IPAM to view the subnet move 







© 2016 Infoblox Inc. All rights reserved. Hands-on lab - Infoblox integration with Microsoft       Page 17 of 20 


 


 


16. In this step, students can move multiple subnets to a single AD site in one click 
a. Go to Data Management à IPAM 
b. Select all networks shown 


 


 


c. Click Move Networks from Toolbar 


  


 


d. Select Site San-Francisco by clicking Select Site button 


 


 


e. Click Move 
f. Click Data Management > IPAM to view the subnet move 
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LAB 5- Managing Network Users 
In this lab, Students are going to  


• Enable Network Users feature 
• View Active Network Users on the Microsoft Server 
• View Network User login history 
• View Active User IP, Network and IPAM info. 


 


1. Go to Grid à Grid Manager à Members 


 


 


2. From Toolbar, Click Grid Properties à Edit  


 


 


3. In Toggle Advanced Mode, Click General tab à Advanced 
4. Click “Enable Network Users Feature” 


 


 


5. Click on Microsoft Integration Tab in Grid Properties Editor 
6. Click “Synchronize Network Users with all MS servers” under Network Users and set 5 Minutes Assumed 


Network Users Time Out 
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7. Click Save & Close 
8. Click on Data Management à Network Users à Active Users to view active users on Microsoft Server. It may 


take up to 5 minutes to see new user activity, but should not take longer. Use the refresh button at the bottom 
of the table to update the view. 


 


9. Click the gear icon on active user testuser1 


 


10. Click Go to IPAM IP Address Details on selected user to view its IPAM related data. 
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10. Navigate back to Data Management à Network Users à Active Users and click the gear icon on active user 
testuser1 


11. Click Go to IPAM Network Details on selected user to view its network data and hover over the box which 
represents the 12.2.22.2 address (it will be purple), and observe the active users count. 


 


 


12. Go to Data Management à Network Users à User History to view login history of network users on Microsoft 
Server 
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