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Best Practice IPAM

What is Best Practice IPAM
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Best Practice IPAM

Requirements Best Practice IPAM

« Modeling flexibility

 Protocol Data integration

* MetaData

* Dynamic

« Searchable

 Configurable

* Reporting

» Granular Administrative Rights
* Approval process




Best Practice IPAM

Benefits of Best Practice IPAM

» Accurate Inventory

* Delegated Administration
* Workflows

* Provisioning

* Troubleshooting

« Security




Best Practice IPAM

Best Practice IPAM - Architecture

* [IPAM is network driven

* MetaData allows us to:
* Mirror organizational design
« Sort on multiple criteria

» Create dynamic monitoring
based on business needs

Corporate

Retail Distribution

APAC

Major Sites Small Sites




Best Practice IPAM

Best Practice IPAM - Architecture

* Demonstration

« Search and organize by
Business Unit

« Search Networks by Location
and organize by type

« Search by region and sort by
business unit
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Purpose of Extensible Attributes

Alnfoblox uses Extensible Attributes
(EA) to create Metadata

AExtensible Attributes can be
associated with any object not just IP
Addresses

AExtensible Attributes are flexible to
match your organization

AProvides a powerful tool to search and
organize IPAM based on business
driven attributes




Extensible Attributes

Add Extensible Attribute Wizard > Step 2 of 2

Extensible Attribute Overview
@ |

"] Enable Inheritance

ABuilding block of IPAM e e B

Required

AThree optional settings e

A O tl O n al : When restricting extensible attributes to specific object types, the appliance will remove the attributes from objects that are not ]
' specified in the table. g

A R ecommen d e d Restrict to Specific Object Types + 2
L

ARequired
AAssign to ANY object type

"] Log Attribute Values When Objects are Updated

Cancel Previous Next Save & Close ~







Data Sources and Accuracy
What 1 s and i1isno6t | PAM Dat a

Al'tds not just from ngtwork and

server team

AFacilities, Operations even
HR can have valuable data

AAny data related to network
attached hosts




Data Sources and Accuracy
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A Stuff in your head Nodel 47238 _
. : : tTag 7/15/200

AComments in multiple devices s aseDate 7122008
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AlInformation relating to IP Devices

ADid | say, Anything related to IP Devices




Data Sources and Accuracy

Data Accuracy

AGarbage in, Garbage out
wont work

AWe need tools
ATo keep the data honest
ATo update it proactively




Data Sources and Accuracy

Data Accuracy: Ping and Multi-ping

AMulti-Ping allows you
to force a Ping of
every |IP address
displayed in the IP
MAP screen

APings originate from

the Grid Master

AOnly available for
IPv4 networks
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Data Sources and Accuracy

Data Accuracy: Network Discovery




