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New Product Overview







Agenda
New Product Overview


• DDI Core Enhancements


• Cloud Technology


• Security Enhancements


• Automation


• Expanded Support







• DDI Core Enhancements







DNS Scavenging
Easy DNS Cleanup


• Old and unused DNS entries


• DDNS record cleanup


Challenge


• Dynamic DNS Scavenging for Infoblox/Microsoft hybrid environments


• Reclaim static or dynamic DNS entries based on multiple criteria


• Associated to static or dynamic IP


• Age of record


• Last queried


• Last active (with Network Insight)


• Extensible Attributes


Solution


•More Accurate IPAM: Less clutter and clearer visibility into IP/DNS 
relationships


•Reduce Errors: Reduce the likelihood of erroneous DNS queries


Benefits


Provision


Use


EoL


Reclaim







Granular multi-dimensional rule based 
searching for stale records


This feature enables the administrator to configure highly accurate rules for 
discovering unused or stale DNS records leveraging the unique data found in 
the Infoblox Grid


Scavenge based on:
• The type of record
• When the record was created
• When the record was last queried
• When the record was last 


discovered on the network
• If it’s static or dynamic
• If it has associated records
• Extensible attribute properties







Scheduled or ad-hoc scavenging
Scavenging can be “set it and forget it” or done with administrator hand 
holding







Secure Dynamic Updates
Security Enhancements to Dynamic DNS Updates


• DDNS enables malicious clients to hijack critical hostnames


Challenge


• Additional security to GSS-TSIG authenticated updates


• Restrict what names client’s can request for DDNS names


• Prevent dynamic updates to known static-associated records


Solution


• More Secure GSS-TSIG: Lock DDNS records to the clients that created 
them (with cluster capabilities)


• DDNS Hijack Prevention: Ensure critical infrastructure hostnames are 
not taken by DDNS clients


Benefits







Restriction of GSS-TSIG updates
This feature enables the administrator to configure Infoblox to lock the 
dynamic updating of records to the device that created them


• Track the principal name of a 
device when it creates a new 
record.


• Changes to the records are 
blocked if principal doesn’t match


• Principal groups enable updates to 
each other’s records.


(i.e. Microsoft clusters)







Microsoft Identity Mapping (AD Integration)


• Infoblox has a wealth of information around DDI data, however it lacks the ability 
to associate devices with the users who use them. Mapping the users will provide 
more comprehensive information, and allow us to deliver richer analytics.


Challenge


• Corroborate Active Directory information with lease information


• Provide deeper reporting based on user information


• Which users use which devices (IPs per user)?


• How many unique users does a device serve?


• Who uses Apple, Android, Windows devices?


Solution


•Provide visibility into the users associated with IP addresses


•Increase the value of the reporting appliance


Benefit







• Kerberos Authentication Event (event id 4768)


• Kerberos Service Ticket Request (event id 4769)


• Kerberos Service Ticket Renewal (event id 4770)


• Account Login Request (event 4624)


• Account Logoff Request (event 4634)


• Pulling in Additional Authentication mechanisms in 2016


Which log events?







Network User View







Updated Reports – DHCP/Security







• Microsoft Sites and Services needs to be correctly configured for for MS Clients to 
properly access resource


• Network information takes time to be communicated if ever – resulting in latency and/or 
problems


Challenge


• Integration with Network Insight and Microsoft Active Directory


• Automated synchronization back to Microsoft Site and Services


Solution


• Quicker and more accurate configuration of network information to Sites and Services


• Better performance and less trouble-shooting


Benefit


Microsoft Sites and Subnets Integration







• Bi-directional management of AD Sites, 
network subnets, and AD Site 
relationships


• Auto-population of subnets from 
Microsoft AD Sites into Infoblox


• Ability to create new AD sites within 
Infoblox


• Ability to assign a Microsoft AD Site to 
new network subnets created in Infoblox


• Visibility into networks not assigned to an 
AD site within Infoblox


• Reporting via AD Site


What Does This Integration Provide?







Reporting – Custom Reports
Build Your Own Custom Reports


• The ability to customize reports shown in the NIOS reporting 
interface


Requirement


• New report designer interface


• Enables creation of custom reports


• Visual “Pivot” report builder powered by Splunk


• Use powerful Splunk Search Processing Language


• Publish custom reports into NIOS


Feature


• More Visibility: Present your data how it best fits your needs


• More Flexibility: Utilize Splunk’s simple visual “Pivot” report 
builder, or power users can use Splunk Search Processing Language


Benefits







You can’t stop, what 
you can’t see 
Sharpen that knife. 


With completely customizable reports 
see exactly what’s important to you, and 
nothing else. 


Find problems 
fast
No one likes a loud mouth.


With configurable dashboards 
and alerts, leer at chatty clients 
and suspicious activity. 


Keep a body count
Confirmed kills matter. Start bragging. 


See what your Infoblox security tools are 
keeping out of your network and the 
important data they’re not letting out. 
There’s no place like 127.0.0.1


Security
DNS is a primary attack surface for DDoS, ransomware, botnets, data exfil/infiltration, and 
APT’s. You need a comprehensive battle station to detect and manage attacks. We built 
one for you.  


Work less
Golf more. 


We do the work, so you don’t 
have to. Preconfigured reports, 
easy administration, and keep-it-
simple-stupid customization.







They have questions, 
we have answers
Cheat off the smartest kid in class. 


Our compliance reports are your secret 
weapon, whenever your auditor slithers in. 
Need DHCP lease history from when dinosaurs 
roamed the earth? Check. 


Stay compliant            
.
Cut it out, before it’s cancerous.


Keep locked environments locked. 
When only known MAC addresses are 
allowed in a network, we’ll let you 
know if and when they’re cloned. 


We play nice with 
others
So you don’t have to. 


We can consume and display alerts from some 
of our key security ecosystem partners, like 
FireEye and Cisco to consolidate views into one. 
We can also act as a security sensor and provide 
policy enforcement.


Compliance
Auditors are boring. We’ll help keep your time with them brief. You’re welcome. 


Regularly monitor 
and test
We’ll be your big brother.


PCI DSS and other GRC requirements 
state user activity must be monitored, 
logged and have the records archived 
for long-term retention. 







Stay within capacity
5lbs of marbles don’t fit in a 4lb bag. 


Make sure you keep between the lines and do not exceed 
maximum thresholds of capacities. 


Predict the future 
We’ve re-invented the Magic 8-ball. 


Where are you going to be in a week, a month, six months? 
Don’t know? We’ll help. Our predictive analytics will use 
historical data to draw inferences on where you’ll be at 
different points, including when you'll exceed the capacity of 
your infrastructure, so you can plan ahead of time. 


Track and Trend
Capacity Planning







Reporting - HA/DR
High Availability and Disaster Recover for Infoblox Reporting


• No downtime for reporting solution


• Store more data for a longer period


Challenge


• High Availability with 2 nodes


• Scalability with > 2 nodes


• Scale data retention & indexing capacity (license stacking)


• Disaster Recovery


• Remote Site Failover


Solution


• High Availability/Disaster Recovery: Reports and alerts continue as usual in 
the event of a failure


• Scalability: Add capacity to meet your retention or data volume needs


Benefits







• Network Coverage – Lacking visibility of virtual networks and overlapping IP Addresses


• Efficiencies – Network changes and/or multiple probe deployment to support in prior 
releases is required


Challenge


• VRF (Virtual Networks) are discovered, modeled and assigned network views


• Overlapping IP addresses with single probe


• VRF support for Cisco IOS, Cisco NX-OS, and Juniper JunOS`


Solution


• Network Coverage: VRF coverage.


• Efficiency Gains: Single probe for multiple virtual networks. No changes required to 
existing VRF configurations.


Benefits


Network Insight VRF Support
VRF Discovery / Overlapping IPs in Single Probe 







RESTful API (WAPI) Enhancements
WAPI for Grid and Secure DNS Management


• Users need a complete set of programmatic APIs for Infoblox Grid and DDI data management to enable end-to-
end system automation for increased agility, reliability, visibility and security


Challenge


• Extend RESTful API (WAPI) to include APIs for Grid management, DNS/DHCP protocol configuration, DNS Security 
policy management, and access to IPAM and DHCP statistics


Solution


• Ability to fully automate via RESTful APIs:


• Provisioning and management of Infoblox Grid Master and Grid Members


• DNS Attack Detect, Attack Mitigation, and Auto Black Hole objects


• DNS Firewall RPZ Rule management


• DHCP Fingerprint, NAC, and MAC filters


• Load Balancer Domain Name Record management


• NIOS Admin User and role management


• Grid and member DNS/DHCP configuration


• Anycast configuration 


• Ability to access the following data via RESTful APIs:


• IPAM Statistics (e.g., % utilization for network/range)


• DHCP Statistics


Benefits







• Grid Member count limit


• Object count limit


• Restart of DNS services for some administrative changes.


• Less then ideal GUI and API performance.


Challenge


•Increase Grid Member count to 500


•Increase object count 


•Remove restart requirement for some DNS administrator operations such 
as add/edit/delete a zone.


•Improve Grid data replication to improve overall Grid performance 


Solution


• Reduce the number of Grids required for many of our larger customers


• Overall improved DNS performance


Benefit


Infoblox Grid Scalability Increase


Grid 
Master


Grid 
Members







• Cloud Technology







Amazon Web Services Route 53 Integration
Unified DNS management across the hybrid cloud


AWS Public Cloud


Grid Member


GMC


AWS Route 53 
DNS service


Sync Zones from R53 to NIOS


EC2


DNS query to NIOS for R53 Zone


Grid Member


Grid Master 
(GM)


Enterprise Data 
Center


Enterprise Premises


•Lack of unified DNS management – Managing multiple DNS tools for on-
premise & AWS environments


•Limited support for internal/private DNS – Route 53 private hosted zones 
cannot resolve DNS for resources outside VPCs


Challenges


•Visibility – Unified view of DNS & IPAM for Route 53 in Infoblox Console. 


•Management – Edit and manage Route 53 Zones & Records from Infoblox 
Console


•Hybrid DNS – IPAM automation for AWS instances using Route 53 for DNS


Solution


•Single pane of glass to manage Route 53 by presenting the user the Infoblox 
Console to manage on-premise and Public Cloud DNS


•Seamless migration path to Hybrid Cloud by bridging gap between 
Enterprise IT and Cloud teams


Benefits







EC
2


EC
2


EC
2


EC
2


Availability Zone1 Availability Zone2


VPC Subnet 1 VPC Subnet 2


GM


GMC
Secondary 
DNS


Primary 
Public DNS


Public Cloud


Private


Amazon DDI Integration


Region 1 Region 2


Primary DNS


Description


Extend DDI to manage EC2 instances inside AWS 
VPCs


Infoblox Grid


 DDI services for EC2 instances in AWS cloud


 Internal DNS for applications running inside VPC on 
an EC2 instance


 IPAM for EC2 instances 


 AWS API integration with the Grid


Benefits
Centralized Cross Cloud DDI Service (Single pane 
of glass to manage Private and AWS cloud)
Disaster recovery by placing grid in AWS
EC2 instance IP addressing control
Operational Efficiency
Lower cost of migration (Private to Public Cloud)


DDI Service







Infoblox OpenStack Adapter
IPAM and DNS Automation for OpenStack


•Lack of automation of IPAM and DNS running in OpenStack environments


•No integration of OpenStack Neutron


•Limited scalability and reliability of built-in OpenStack DHCP


Challenges


• Infoblox adapter integrates into OpenStack Neutron and fully automates 
IPAM and DNS provisioning/de-provisioning


•OpenStack Fixed and Floating IP and overlapping IP address space support


•Ability to use Infoblox for DHCP instead of dnsmasq


Solution


•Centralized cross-platform DDI management for physical and virtual 
workloads across private and hybrid clouds


•Visibility of IPAM and DNS record allocations over time


•Reduced time to deploy and time to service for new OpenStack projects 
through direct Neutron integration


Benefits


Ships as part of OpenStack Liberty Release







• Security Enhancements







Our Security Ecosystem – Expanding Aggressively


IPS/Sandboxing


Firewall


You name it!


Future


Current 
Integrations







Infected endpoint 


attempts data exfiltration 


Infoblox identifies 


domain associated 


with data exfiltration 


and blocks connection 


Infoblox sends alert 


to Carbon Black


• Carbon Black correlates 


endpoint, network data 


and remediates infected 


endpoint automatically
• Kills endpoint process, 


preserves evidence
• Updates security policy [kill 


process] on all endpoints 


Infoblox and Carbon Black


End-Point Security







Cisco ISE pxGrid Ecosystem Integration
Cisco Identity Management amplified with Infoblox DDI


•Security and Network Operation Center tools are isolated leading to 
inefficiency


Challenge


• Infoblox for the Security Operation Center will publish critical IPAM data that 
will improve the efficiency of any ecosystem SIEM, MDM and network 
management tool.


•For the Network Operations Center Infoblox will subscribe for critical 
identity data available via the ecosystem to enhance IPAM.


• Infoblox will publish Secure DNS events for further analysis and remediation 
by ecosystem partners.


Solution


•Enhanced IPAM: with additional identity and network data


•Reduce Operation Center Inefficiency: by sharing IPAM and security data 
via the ecosystem.


Benefits


CISCO ISE
pxGrid ecosystem


INFOBLOX


Subscribe


publish


INFOBLOX
CISCO ISE


pxGrid ecosystem


CISCO NETWORK


event


MITIGATE







Infoblox Thought Leadership with STIX/TAXII


• Customer generated threat intel is not easily shared between 
security platforms to provide pervasive visibility


• No automated, scalable method to push mitigation actions into 
the security architecture


Challenge


• STIX integration for malicious domain mitigation


• Auto-creates DNS-FW rules based on STIX data from TIPs


Solution


• Rapid, reliable remediation of advanced threats


• Scales and automates use of threat intel for active security


Benefits


STIX: 
Malicious 
Domains   


DNS Firewall
Block malicious connections 


Server 
Client







DNS Threat Analytics
Data exfiltration prevention


Threat: DNS can be exploited to bypass firewalls and steal 
data undetected


• Infoblox DNS Data Exfiltration uses patented, streaming 
analytics to detect and block DNS data exfiltration


• Solution leverages DNS Firewall to scale protection to all 
parts of the network and identify infected clients


• Supported on 22xx, but works with DNS firewall on any 
Grid member for protection


INTERNET


ENTERPRISE


NameMarySmith.foo.thief.com
MRN100045429886.foo.thief.com
DOB10191952.foo.thief.com


NameMarySmith.foo.thief.com
MRN100045429886.foo.thef.com
DOB10191952.foo.thief.com


Infected 
endpoint


DNS server


Attacker


DataC&C commands


Integrated data theft protection compliments 
perimeter security solutions 







How DNS Threat Analytics Works


1. Looks at TXT records, A, AAAA records


2. Detects presence of data using lexical and 
temporal analysis


3. Certain attributes add to a threat score, others 
subtract from it


4. Final score classifies a request as exfiltration or 
not


5. If exfiltration is found, automatically adds 
destinations to special internal RPZ feed


6. Scales protection to other parts of the network 


Analysis 
Model


Entropy


Lexical


N-GramFrequency


Size


Detects behavior of sophisticated data exfiltration techniques 
that don’t have well-known signatures (zero day)







Infoblox DNS Threat Analytics
Active Blocking of Data Exfiltration Attempts
Automatically adds destinations to RPZ feed and scales enforcement to other parts of network 
through Grid wide update 


Integrated into DNS
Data exfiltration protection built directly into DNS, providing real-time protection without 
need for additional network infrastructure or end point agents


Unique Technology
Uses machine learning and performs real-time streaming analytics on live queries; advanced 
algorithm uses entropy, lexical analysis, time series to determine presence of data


Visibility
Pinpoints infected devices or potential rogue employees that try to steal data







Real World DNS Tunneling


***DNS Data Exfiltration thru Firewall and Recompiling File outside!
- Identified and Prevented by Infoblox







• Automation







• NIOS 7.2 / NetMRI 7.0
Blackout Windows


• Time period that all contact between 
NetMRI and devices is stopped.


• Discovery Blackout stops ALL 
communication with a given device.


• Change Blackout stops any operation 
that could result in a change of the 
configuration of a device.


• Can be configured globally, by range, 
by device group or per device.


By Range


Globally


By Group







NIOS 7.2 / NetMRI 7.0
Nested Device Groups


• Can create Child or Sibling 
groups Collections and 
Group editor.


• Nested Device Groups can be 
up to 6 levels deep.


• Both Basic and Extended.
Tree View







NIOS 7.2 / NetMRI 7.0
Custom Field Values for Device Groups


• Custom field values can be used for device group membership criteria.







• Expanded Support







Performance and Robustness
NIOS 7.2 / NetMRI 7.0
NetMRI 7.0
• OC / Collector communication enhancements


• CLI device interaction enhancements


• Configurable change filtering


• Standardized Penetration (PEN) testing against NetMRI Platform


NetMRI 6.9.3 – GA: May 1, 2015
• Code changes for 131 issues including 97 customer reported issues


NetMRI 6.9.4 – GA: June 11, 2015
• Code changes for 112 issues including 73 customer reported issues







• NIOS 7.2 / NetMRI 7.0
External Authorization to Role Mapping


• LDAP Authentication Service


• Simultaneous Authentication 
Sources (Active Directory, LDAP, 
TACACS+, RADIUS)


• Authorization Services (mapping 
user groups to NetMRI Roles)







Device Support Velocity
… over past 3 months (6.9.3, 6.9.4, 7.0)
NIOS 7.2 / NetMRI 7.0


AcmePacket, Alcatel, Allied 
Telesys, Alteon, Arista, Aruba, 
BlueCoat, BNT, Brocade, Check 


Point, Cisco, Citrix, Dell, 
Enterasys, F5, FireEye, Force10, 


Fortinet, H3C, Huawei, HP, 
Juniper, NEC, Netscreen, 


Nortel, Palo Alto, Ruggedcom, 
Stonesoft, Symbol


137 
Models


30 
Vendors


Routers
Switches
Switch-Routers
Firewalls
Load Balancers
Proxies
Wireless Controllers
Blade Switches
VoIP Gateways
Storage Appliances


10 Device 
Types
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