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Lab 1:  Initial Setup 


Before starting the lab, please make sure to load the Reporting Grid configuration to streamline this lab. Do the 
following: 


1. Login to the Infoblox Grid (i.e. https://10.61.2.100 (admin, infoblox)) 
2. Click on Grid à Grid Manager  
3. Under Toolbar click on Restore à Restore Grid (as shown below) 


 
 


4. Make sure to uncheck “Discovery data” (as shown below) 


 
 


5. Click on “Select”, then “Select” again. Browse to the folder “Bloxfest Grid Lab Configs” (which is located 
on the Desktop) and select the file “startup-config-for-Reporting-bloxfest.bak”. Click on the Open button 
and then Upload 


6. Click on Restore then click on Yes (when prompted to Confirm restore) 
7. Wait for few seconds then click on Yes (when you see the Successful restore message) 
8. Wait for few minutes while the Reporting Grid configuration is getting applied (as it requires the Grid 


Master to reboot). 
9. Then log back into the Grid Master (i.e. https://10.61.2.100) once the restore operation has completed 


 


Note: Due to the reporting data being static, we need to set the date back on the reporting server in order to show 
the data on the reports and dashboards. We already configured the Reporting lab environment to show the 
reporting dataset that was captured between April 16, 2016 and April 21, 2016. Also note that it will take few 
minutes after a Grid restore for the Reporting data to be visible in the browser. 
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Lab 2: Navigating Reporting & Analytics - Home Dashboard 


1. Look around the Home Dashboard tab and identify the default panels and what kind of information is 
displayed (scroll down). 


2. Click one of the pie chart segments in the Top 10 DNS Clients panel to see how the drill-down behavior 
works. 


 


Note that drilling down into the pie chart took you to the DNS Top Clients dashboard as shown below: 


 


 


Lab 3: Navigating Reporting and Analytics – Dashboards 


1. Click on Dashboards to see the full list 
2. Click on the CPU Utilization Trend dashboard and look at the information in the dashboard 
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Lab 4: Navigating Report and Analytics – Dashboard Controls 


1. The default view is a line chart. Click Table then Both to see how the view changes. 
2. Hover your mouse cursor over one of the chart lines to see detailed data. 
3. Click the Time drop-down and look through the different tabs (Presets, Relative, etc.) Note that for this lab, 


the Time field is set to show the dataset that was captured between April 16 and April 21, 2016. 


 
 
 


Lab 5: Navigating Reporting and Analytics 


1. Click through the Reports, Alerts, and Search tabs to see what information is contained in each. You will 
need to set the Time range between April 16, and April 21, 2016 to see data. You will come back to these 
in later labs to configure custom reports.  


 


Lab 6: Create a Custom Dashboard 


1. Go to Reporting à Reports 
2. Click on the report DHCP Lease History 
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1. Click on the Custom Time menu and expand the Date Range tab 


 
 


3. Click on the left drop down box and select Before.  Click on the middle box and select the date of April 
21,2016. Click Apply 
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4. You should see the following:


 
 


5. Click on the Add to Dashboard button in the upper right corner of the screen.  You should see the 
following:  


 
 


6. Click on the New button.  Add a new title. The Dashboard ID will populate automatically. Click on Inline 
search.  Click on the Save button 


7. Click on View Dashboard 


 
 


8. Click on the Edit drop down menu in the upper right corner of the screen and select Edit Panels. 
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9. Click on the Add Input drop down menu and select Time 


 
 


10. Click on Date Range and apply it. 


 
 


11. Click on the search icon on the right side of the screen and select Edit Search String 


 
 


12. On the Time Range Scope, select Shared Time Picker and then click on the Save button 
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13. Click on the Bar Graph drop down menu and select Statistics Table 


 
 


14. You should see the following screen 


 
 


15. Click on the Done button in the upper right corner of the screen 
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Lab 7: Downloading Dashboard 


1. Click on “Reporting Help” 
2. Click on “community.infoblox.com” link 


 
3. In the search box, type dashboard 
4. Click on Discovered Device History Dashboard 


 
5. Scroll down the page until all of the XML code is shown on the screen. 
6. Highlight and copy all of the XML code. 
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7. Go back to the Grid Manager browser Tab. 
8. Click on Dashboards tab within the Reporting section. 
9. Click on green button on the right called “Create New Dashboard” 


 
10. Enter a title for this dashboard. 
11. Click on the green “Create Dashboard” button. 


 


 


12. Click on the Edit Source Button. 


 
13. Remove the existing code under “Enter and edit view configuration”, paste the copied XML code into the 


box then click on the green Save button. 
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14. If you are satisfied with the output, click on the green Done button. 


 


 


Lab 8:  Clone a Dashboard 


1. Click on Reporting à Dashboards and in the filter field type “dns cache” as shown below 


 


2. Click on “Edit” to the right of “DNS Cache Hit Rate Trend”, and then select “Clone”. 
3. Specify the ID and optionally, Title and Description, and then click Clone Dashboard. 
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4. Click Edit Panels. 


 


 


Lab 9: Modify a cloned dashboard 


1. The cloned dashboard contains all the same elements as the original. You can make modifications to the 
clone from this Edit window. 


2. Click the pencil icon next to the Members input. This will open the edit window for the input. 
3. Scroll through the edit window to see what drives the input’s behavior. Note the Token section and the 


Dynamic Options section. 
 


 


 


Lab 10: Configure an Alert 


1. Click Reporting à Alerts. 
2. Click si-search-cpu-usage. Note that if you click Open in Search next to an alert you can see the base 


search that the alert uses. 
3. Click Edit and select Edit Alert Type and Trigger Condition. In this dialog you can set the conditions 


required for the alert to trigger. 
4. Click Cancel. 
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5. Click Edit next to Actions and select Edit Actions. 
6. Click Add Actions. 
7. Select Send email. 


 


 
8. Specify an e-mail address in the To box. 
9. Change the Subject changing “Splunk Alert” to something more meaningful. 
10. The Message box is optional, this sets the text in the body of the e-mail. 
11. Select the objects to Include with the alert. In this case select Attach PDF to include a PDF copy of the 


report with the e-mail. 
12. Click Save. 


 


Note that you will not receive an e-mail if you trigger this alert as the lab systems are not configured with 
e-mail servers. 
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Lab 11: Search 


1. Click Reporting à Search. 
2. Note the Search text box. Also note that there is Help and a Tutorial available, both of which are Splunk-


native documentation. Click Expand your search history to view any historical searches. 
3. Copy and paste this into the Search box and press enter. You will see the results in a table: 


index=ib_dns_summary source="si-search-dns-rpz-hits" | rex field=DOMAIN_NAME 
"^.*(\.|^)(?<l2domain>[^\.]+\..*)" | table l2domain, TOTAL_COUNT | stats sum(TOTAL_COUNT) as 
Matches by l2domain | sort by Matches desc 


 


Note: This report shows second level domain names blocked by DNS Firewall. It helps to identify false positives 
quickly. 


 


Lab 12:  Search for all occurrences of an IP address in the reports 


1. Go to Reporting à Search 
2. Enter the search string index=* 172.16.250.216 and press Enter. 


 
3. Click on the search icon on the right side of the screen and you will see the following 
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