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DDI 14: From the trenches: Talking Tips 


and Tricks on IPAM and DDI







Agenda


• IPAM – evolving definition – it’s how you think about it


• Populating and maintaining IPAM data as events occur


• Organize Data with Smart Folders


• Reporting on IPAM


• Ecosystem – subscribe and publish IPAM data


• Automation







IPAM – It’s how you think about it


• Spreadsheet tracks all IP’s


• Users update manually 
when changes occur


• Used as a lookup tool to 
find open address or 
network then assign


• Outdated as soon as you 
close the spreadsheet 


• Tell me everything there is to know 
about an IP in real-time


• As events occur, let those systems 
update IPAM database


• Get IPAM data from all IP information 
sources


• Highly accurate IPAM db allows you 
to trust data


• Ability to trust data allows you to 
automate


• Repetition steps = candidate for 
automation


Legacy Thinking Current Thinking







Authoritative IPAM


Visibility…Efficiency…Control
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Harmony in IT


Taking IP Address Management to the next level







Populating IPAM – User Defined EA’s


• Extensible Attributes


• Inheritance (critical) 


Split Network







Populating IPAM – DHCP As events occur


• Infoblox DHCP


• Infoblox DHCP Fingerprinting


• MS DHCP


• 3rd Party DHCP


• IP Address


• MAC/DUID Address


• Lease Start/End Time


• Lease State (Free/Assigned)


• Lease Type Dynamic/Static


• Cloud?  Yes/no


• DHCP Served by: IB or MS


Role of DHCP in auto-populating IPAM DHCP IPAM Fields


DHCP Server 2DHCP Server 1







DHCP Fingerprinting


• Manage DHCP leases by device or OS Type


• Trend issues by device or OS


• Map device and OS to DHCP lease unobtrusively


• IPv4 and IPv6 support


• Easily track BYOD Devices independent of BYOD data management (MDM)







Populating IPAM – DNS As events occur


• Infoblox DNS


• Infoblox DDNS


• MS DNS


• 3rd Party DNS


• IP Address


• Hostname


• Static/Dynamic


• Server: IB or MS


• Last queried: Timestamp*


Role of DNS in auto-populating 
IPAM


DNS IPAM Fields







DNS – More Complex to Track


Web/App Server 
(myapp.abc.com)


Web/App Server 
(myapp.abc.com)


DNS for
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Security


• DNSSEC


• DNS Firewall


Service Assurance


• Multi-master DNS


• DNS Traffic Control (GSLB)


• DNS AnyCast


• High availability server pairs







Populating IPAM – Discovery


• Discover devices and network with 
layer 2 & layer 3


• Many different techniques to locate 
devices on the network


• Discovery feeds IPAM


• On-premise and/or Cloud


• Auto-Populate IPAM!!!!!


Role of Discovery in auto-populating IPAM







Core Network Services 
(DNS, DHCP, Authoritative IPAM)


Advanced 
Reporting


VMware Virtual Discovery 


Network


Switch/RoutersIP Endpoints


Infoblox 
DNS/DHCP


Network Task 
Automation


Microsoft 
DNS/DHCP


Layer 2 and Layer 3 Discovery


Authoritative IPAM 
• Visibility
• Efficiency 
• Control


DNS
• Secure
• Intelligent
• Extensible


DHCP
• Automation
• Insight







Infrastructure Data Integrate into IPAM


Device Data


IP address


MAC address


Last discovered time stamp


First discovered time stamp


NetBIOS name


OS


Device type, model, & 
vendor


Device name


Device description


Discovered name (DNS 
name)


Port Data


Port vLAN name


Port vLAN description


Port vLAN number


Port speed


Port duplex


Port admin status


Port operation status


Interface Type


vLAN(s)


Port Model


Media


Vendor


Network Component Data


Network component IP


Network component port number


Network component port name


Network component port 
description


VMware ESX 
Virtualization Data


ID


Description


Name


Data Center


Entity Name


Host


Host Adapter


Cluster


Entity Type


Virtual Switch







Component Data Discovered







Network Insight in the Grid


Device Tab


Network device data now 
integrated into IPAM


Know what your 
infrastructure devices are 
by vendor, model, OS 
version, etc.







Visibility into all configured networks


IPAM view automatically 
indicates managed and 
unmanaged networks 
(highlighted in yellow)


From the IPAM view select 
a network and view the 
infrastructure devices 
located on that network 







You can’t fix what you don’t see


Unknown devices identified in the 
network that are not in IPAM are 
flagged  as Unmanaged enabling 
easy identification and fast action. 
(highlighted in yellow)


Select an IP address to view more 
information about the switch port 
the device is connected too. 


A complete view of all interfaces, 
port speed, port type and VLANS 
on the port, admin status, and 
operation status







Discovery - Visibility Across MPLS Clouds


Centralized network data collection is 
made possible by using seed routers 


on both sides of the MPLS cloud, 
eliminating the need for multiple, 


distributed probes. 


Seed
Router


Seed
Router


Seed
Router


ND Consolidator


MPLS


DATA CENTER WITH NETWORK INSIGHT APPLIANCE


NO CSV 
FILES 


NECESSARY!


BRANCH OFFICECORPORATE HEADQUARTERS







Organizing – Smart Folders


• Global Smart Folders


• My Personal Smart Folders


• Dynamically populate as things change


• Reduces clutter – find things quicker


• Several ‘system’ Smart Folders
• Ex: unmanaged devices, device type, etc.


• Highly extensible: required, drop down 
box, string, char, etc.


Role of Smart Folders







Organizing – Filters


• Quickly filter data in views


• 10 levels based on EA’s


• Save frequently used filters


• Allows you to quickly get to 
what your looking for


Role of Smart Folders







Reporting – Large Amount of Data to Ingest


• A wealth of data is generated at the 
core of the network


• Generated in real time


• An authoritative “center of truth”


• Minimal overhead to gather and store


• A highly flexible, scalable solution, 
with tools to


• Search, analyze, and visualize core 
network services data


• Pinpoint anomalies


• Perform predictive analytics. 


Role of Reporting Appliance







Reporting - Know What’s Happening


DHCP Fingerprint
• Lease history w/ top lease clients 
• OS by network
• Device OS trend
• Fingerprint changed detection


Usage Statistics
• DDNS Update rate trends
• Lease history
• Message rate trends
• Freed addresses
• Range utilization trends
• Top utilized networks







Ecosystem – Subscribe, Publish, Share, 
Automate


• Microsoft DNS & DHCP


• Microsoft SCO/VMM


• VM Ware


• Cisco


• BMC


• Amazon Web Services (AWS)


• OpenStack


• Cisco ISE


• Amazon Web Services


• OpenStack


• Bit9 / Carbon Black


• FireEye


• VM Ware


Sharing IPAM Data Automation







Automation


• Repetition tasks are candidates for automation


• Automation increases productivity 
• Fewer errors provisioning, troubleshooting, resolving problems
• Consistent outcome regardless of who initiates automation task


• You are being attacked with automated tools – need to respond with 


automated defenses that Identify the problem accurately, Verify the 


event, Act on the event and Notify you an event occurred (IVAN)


• Role of Automation







pxGrid
Context
Sharing


ISE as pxGrid Controller


CISCO ISE


I have identity & device!
I need geo-location & MDM…


I have location!
I need app & identity…


I have application info!
I need location & device-type


I have sec events!
I need identity & device…


I have MDM info!
I need location…


Cisco Platform Exchange Grid (pxGrid) 
A Continuous Flow of Shared Data


Authenticate
by certificate


Authorize
by Cisco ISE


Publish
to share data


Discover
available topics


Subscribe
to other’s data


Query
member’s data


Authorize
Continuous Flow


Directed Query







Leveraging Network Automation
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Traditional Approach


Provision
Virtual


Instance


1


Request IP
or Use


Allotment


2


Forward IP
Data for
Tracking


3


Update
Database or
Spreadsheet


4


Request
DNS


Record


5


Allocate
and Manually


Enter DNS


6


Clean Up
When


De-provisioned


1 62 3 4 5


Automated


Provision
Virtual


Instance


Automated


Automated


Infoblox DDI for Cloud and Virtualization  Implement change anytime
Eg: DNS names, IP addresses


 No tickets between network, server 
teams for DNS, IP


 Automatic reclamation of resources 
upon spin down







Infoblox DNS Firewall


An infected device brought into the office. Malware 
spreads to other devices on network.1
Malware makes a DNS query to find “home” (botnet / C&C).
DNS Firewall looks at the DNS response and takes admin-
defined action (disallows communication to malware site or 
redirects traffic to a landing page or “walled garden” site).


2
Pinpoint. Infoblox Reporting lists DNS Firewall 
action as well as the: 


• Device IP address
• Device MAC address
• Device type (DHCP fingerprint)
• Device host name
• Device lease history


3 An update will occur every 2 hours (or more 
often for significant threat).4


Additional threat intelligence from sources 
outside Infoblox can also be used  by DNS 
Firewall (e.g. FireEye)


5


Malware/APT


Infoblox Internal DNS Security
FireEye detonates and detect SPT based 
Malware


Malicious Domains


Infoblox threat 
update device
IPs, Domains, ect. of Bad 
Servers


Blocked communication attempt 
sent to Syslog


Malware/APT spreads within 
network; calls home


INTERNET


INTRANET







Cloud Network Automation Architecture
id Master


Corporate
Data Center


Infoblox DDI
Grid Master 


id Master


Cloud Data Center - Asia


id Master


Cloud Data Center - Europe


CMP 1 with IB Adapter
(E.g. VMware)


VMs


Internal
DNS


Cloud Platform
Appliance


CMP 1 with IB Adapter
(E.g. VMware vCAC)


VMs


CMP 2 with IB Adapter
(E.g. OpenStack)


VMs


Internal
DNS


Cloud Platform
Appliance


DHCP
Cloud Platform


Appliance


Cloud Network
Automation


PilotProductionScale-out







Infoblox / Cisco ISE Use Cases 







Infoblox Subscribes to ISE Data
User, Group and Device Based Monitoring & Reporting


Customer Value 
• Reduce manual reporting or in-house development by IT organizations


• Supplement IP and MAC address-based DHCP and DNS monitoring and reporting with “who, what and where”.
• Enrich IPAM data with TrustSec information


Infoblox DDI


Who is accessing which domain


What devices and OS’s are active on the network


Share with InfoBlox


USER : DOMAIN : SSID or VLAN : DEVICE TYPE : SESSION STATE : SECURITY GROUP : OS : TRUSTSEC


Cisco ISE







Infoblox Publishes to pxGrid
DHCP and DNS Data


Customer Value
• Supplement the Cisco NAC database for more efficient NAC rules and actions  
• Reduce the SOC’s time creating NAC rules and reduce errors  
• Share with PxGrid eco-system extending Infoblox DDI integration points


Infoblox DDI


Device Lease and DNS Data


Share with Cisco ISE and pxGrid Ecosystem


IP ADDRESS : IB MEMBER : MAC/DUID : DHCP FINGERPRINT : HOST NAME : LEASE START/END : NETBIOS : CLIENT ID  







Infoblox Notifies ISE
Secure DNS Events


Customer Value
• Visibility into what users and devices are communicating with known bad domains (e.g. C&C server)
• User/device visibility increases confidence in taking mitigation actions
• Secure DNS using  Cisco ISE mitigation capabilities


Infoblox DDI


DFW Events
DNS Analytics Events
ADP
DHCP Leases


Share with Cisco ISE and pxGrid Ecosystem


IP ADDRESS : MAC/DUID : HOST NAME : SEVERITY : POLICY STATE  


Cisco ISE







Role of Network Insight
Cisco ISE Integration


Existing Network Insight customers will automatically have access to 
pxGrid when upgrading to NIOS 7.3


ISE access is enabled when Network Insight joins the Grid


Network Insight 7.3:
• VRF Support for Cisco IOS, IOS-XE, and NX-OS
• Discovery engine update includes latest Cisco device and virtual 


context support (IOS and NX-OS)







Cisco ISE


DNS Query to C&C


Infected device


1


Internal DNS Security 
DNS Firewall


Malicious Domain


2


Notify ISE of Indicator of Compromise 
with IP / MAC data 


3


ISE Quarantines Device


4


Infoblox IPAM updated 
with quarantine status


5


ISE Requests Device Scan and 
Remediation


6


Rapid7 scans device and 
remediates threat


7


Reports remediation, updates 
status to not quarantined


8
9


Extending pxGrid Data to Other Community 
Members
Rapid Threat Containment


Another example of publish, subscribe integration/automation







Insight Driven Networks Create Enterprise 
Value
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