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1 Million QPS UDP Flood test
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1. Test Description
The intent of this test is to observe the effect of an increasing DDOS attack on the DNS query performance of a DNS name server.
This test generates up to 3 million frames/sec of UDP flood traffic directed at port 53 of the DNS name server. The flood ramps up at 5 seconds interval until it reaches the maximum rate. Concurrently to the DDOS attack, the test sends out a steady load of 1 million DNS Queries/sec.
2. Test configuration
For this test you will need:
· 1 x IXIA BreakingPoint (BPS) Firestorm blade with 4 ports
· 1 x recursive DNS server (Device Under Test) with 2 GigE ports 
· 1 x authoritative DNS resolver 
· 1 x High end switch (CISCO 5K series or equivalent)
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The ports on the DUT should be configured with the IP addresses indicated above.

The test uses ports 1 and 4 of the BPS blade which should be connected to your switch. Ports 2 and 3 can be connected to each other in order to get a valid link light. The tests is setup to use the harware resources of all ports so they must all have valid link light.

The test sends out a query for domain “ns1.mydomain.com”  to expedite the QPS rate ramp up. Your domain resolver should be configured to provide a valid reply for this query.


3. Running the test
Warning: this test must be executed in an isolated envrionment. Failure to do so may lead to catastrophic consequences in your network.

To execute the test:
· Import the test file 1M_QPS_100_CHR_UDP_Flood.bpt in BPS 
· Reserve all 4 ports on one Firestorm blade.
· Run the test
· Once the test has completed, look at the packet capture for either port 1 or port 4 to verify the BPS is getting valid query replies
· Observe the DNS query reply rate in section 7.15.13 Test Results for Aggregated Appsim -> Detail -> Frame rate
· The DDOS attack profile can be seen in section 6.6.2 Test Results for Aggregated Layer 3 -> Detail -> Frame rate
4. Disclaimer
This test is provided as is and is not supported by Infoblox.
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