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Infoblox and Aruba ClearPass: Securing Network Access Control

From 10T to an always-on mobile workforce, organizations face increasingly complex IT infrastructures that are
more exposed to attacks than ever before. By combining Infoblox’s DNS security and network visibility with Aruba’s
control on the network, users can automate their network.

e Visibility, Control, Response:
Malicious insiders and loT-based attacks continue to grow, bypassing your perimeter security defenses.
With Infoblox and Aruba integration you are able to automate the defense.

e Certified secure. The best defense for wired and wireless connections:
Malware have become increasingly intelligent, using the DNS in over 90% of its campaigns. With Infoblox
and Aruba integration you are more protected then ever from DNS attacks and data exfiltration via DNS.

¢ Identify what’s on your multi-vendor wired and wireless network:
Automatic population of your Aruba ClearPass endpoints list with Mac address’s that are found by Infoblox
so that you can see every network asset with unmatched clarity, context, and insight.

The integration was developed in collaboration with HPE Aruba.

The following are prerequisites for the integration using Outbound API notifications:

e Infoblox:
o NIOS 8.3 or higher.

Security Ecosystem License.
Outbound API integration templates.
Prerequisites for the templates (e.g. configured and set extensible attributes).
Pre-configured services: DNS, DHCP, RPZ, Threat Analytics, Threat Protection, Network
Discovery.
NIOS API user with the following permissions (access via APl only):

= AllHost — RW.

= All IPv4 DHCP Fixed Addresses/Reservations — RW.

= |Pv6 DHCP Fixed Addresses/Reservations — RW.

O O O O

@)

o Aruba ClearPass 6.7 or higher.
o Configured API client with client credentials.
o Enable Insight

The current templates support DNS Firewall (RPZ), Advanced DNS Protection (ADP), Network Discovery, Threat
Insight (DNS Tunneling), Host IPv4, Host IPv6, Fixed address IPv4, Fixed address IPv6, and lease events only.
The asset management template does not support IPAM DB DELETE events and does not delete endpoints from
Aruba ClearPass. It is possible to modify the template and add support for DELETE event.

Only assets with MAC address can be synchronized to Aruba ClearPass Policy Manager.

Outbound API templates can be found on the Infoblox community site on the partners integration page. After
registering an account, you can subscribe to the relevant groups and forums. If additional templates come out they
will be found on the community site.

For production systems, it is highly recommended to set the log level for an end-point to “Info” or higher
(“Warning”, “Error”).
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Please refer to the Infoblox NIOS Administrator's Guide about other best practices, limitations and any detailed
information on how to develop notification templates. The NIOS Administrator's Guide can be found through the
Help panel in your Infoblox GUI, or on the Infoblox Support portal.

Workflow

e Aruba:
1. Add Aruba ClearPass Attributes.
2. Add an API Client.
3. Enable Insight.
¢ Infoblox:
1. |Install the Security Ecosystem license if it was not installed.
2. Check that the necessary services and features are properly configured and enabled, including DNS,
RPZ, Threat Analytics, Threat Protection and Discovery.
Create the required Extensible Attributes.
Download (or create your own) notification templates (Aruba_Security.json, Aruba_Assets.json,
Aruba_Login.json, Aruba_Logout.json, Aruba_Session.json) from the Infoblox community web-site.
Add the templates.
Add a REST API Endpoint.
Add Notifications.
Emulate an event, check Rest API debug log and/or verify changes on the grid.

Pw

©~No O

Before you get Started

Download Templates from the Infoblox Community Web-Site

Outbound API templates are an essential part of the configuration. Templates fully control the integration and steps
required to execute the outbound notifications. Detailed information on how to develop templates can be found in
the NIOS Administrator’s guide.

Infoblox does not distribute any templates (out-of-the-box) with the NIOS releases. Templates are available on the
Infoblox community web-site. Templates for the Aruba integration will be located in the “Partners Integrations”. You
can find other templates posted in the “API & Integration” forum.

Templates may require additional extensible attributes, parameters or WAPI credentials to be created or defined.
The required configuration should be provided with a template. Don’t forget to apply any changes required by the
template before testing a notification.

Table 1. Extensible Attributes

Extensible Attributes Description

Aruba_LastSecurityEvent | Provides the last time a security event was sent to Aruba ClearPass.

Aruba_Location Custom field. Determines the location field for the Aruba ClearPass endpoint
upon creation.

Aruba_Secure True or False. Defines if security attributes should be updated/added to an
endpoint.
Aruba_Sync True or False. Defines if an asset should be added to Aruba ClearPass.
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Aruba_SyncedAt Provides the last time an asset was added/modified on Aruba ClearPass.

Editing Instance Variables

Aruba ClearPass templates use an instance variable to adjust the templates’ behavior. Instance variables can be
entered through the grid GUI at “Grid” > “Ecosystem” 2> “Notification” and then selecting the notification you
created at “Edit” > “Templates”.

Table 2. Instance Variables

Instance Variable Description

ThreatSeverity Defines the severity of threats on endpoints on Aruba ClearPass.
Possible values: Unknown, Low, Medium, High, Critical

Supported Notification

A notification can be considered as a "link" between a template, an endpoint and an event. In the notification
properties, you define which event triggers the notification, the template which is executed and the API endpoint to
which NIOS will establish the connection. The Aruba ClearPass templates support a subset of available notifications
(refer to the limitations chapter in this guide for more details). In order to simplify the deployment, only create
required notifications and use the relevant filters. It is highly recommended to configure deduplication for RPZ
events and exclude a feed that is automatically populated by Threat Analytics.

Table 3. Supported Notifications

Notification Description
DNS RPZ DNS queries that are Malicious or unwanted
DNS Tunneling Data exfiltration that occurs on the network
DHCP Leases Lease events that occur on the network
Object Change Fixed Address IPv4 Added/Modified fixed/reserved IPv4 objects.
Object Change Fixed Address IPv6 Added/Modified fixed/reserved IPv6 objects.
Object Change Host Address IPv4 Added/Modified Host IPv4 objects.
Object Change Host Address IPv6 Added/Modified Host IPv6 objects.
Security ADP Advanced DNS Protection events
Network Discovery Object Change Discovery Data

Infoblox Permissions

The Infoblox and Aruba ClearPass integration requires a few permissions for the integration to work. Navigate to
“Administration” > “Administrators” and add a “Roles”, “Permissions”, “Groups” and “Admins” to
include permissions that are required for the integrations. When creating a hew group, under the “Groups” tab,
select the “API” interface under the “Allowed Interfaces” category.
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Aruba ClearPass Configuration

Adding Attributes

The Infoblox and Aruba ClearPass integration requires endpoint attributes that may not be already created. In order
to add the attributes:

1. Navigate to “Administration” = “Dictionaries” = “Attributes”, then click Add.

- Support | Help | Logout
aruba ClearPass Policy Manager dimin (S0pes Kriatrton
Dashboard L] Administration » Dictionaries » Attributes
[=) Monitoring L Attributes
e - Import
O Btk drnberipid &, Export All
Cs. Administration ©
#* ClearPass Portal Filter: Name | contains &} + “ Clear Filter Show 10 o records
N Loerand Flogee # Name 4 Enti Data Is Mandatol Allow Multiple
+ i Server Manager ty Ivee % 2
. i External Servers 1 [airgroup_enable] GuestUser String No No
- L Certificates 2 [airgroup_shared] GuestUser String No No
3 [airgroup_shared_group] GuestUser String No No
#° RADIUS 4. [airgroup_shared_location] GuestUser String No No
#” RADIUS CoA Templat 5. [airgroup_shared_role] GuestUser String No No
#* TACACS+ Services 6 [airgroup_shared_time] GuestUser String No No
& Fingerprints 7 [airgroup_shared_user] GuestUser String No No
ﬂAttrlbutes 8 [Blacklisted App] Endpoint Boolean No No
® Applications
& App ) 9 [Carrier] Endpoint String No No
& Context Server Action = TR T =W — = R

2. Inthe “Add Attribute” window, set the Entity field to Endpoint, add the correct name to the Attribute, select
the correct “Data Type”, set “Is Mandatory” to “No”, set the Allow Multiple to “No”, Enter the Default
Values and then click “Add”.

Add Attribute o

Entity Endpoint «
Name Infoblox Threat Severity

Data Type String A
Is Mandatory Yes © No

Allow Multiple Yes © No

(Enter String without special characters
e.g., firstfloor)

Default Value (optional) Unknown,Low,Medium,High,Critical

(Add | Gancll

. Support | Help | Logout
aruba ClearPass Policy Manager il B h e
Dashboard Administration » Dictionaries » Attributes
[=] Monitoring Attributes el
- : &, Import
A &, Export All
g Administration Attribute Infoblox DHCP Fingerprint updated successfully
#° ClearPass Portal
«/ ™ Users and Privileges Filter:| Name | contains [ infoblox Sl Go | Clear Fitter | Show (10 o records
A
S Server Manager # Name 4 Entity Data Type s y  Allow
+ i External Servers
- Infoblox DHCP < ’
I Certificates ¥ Fingerprint Endpoint String No No
|_I Dictionaries 2 Infoblox Last Known IP Endpoint String No No
#*RADIUS 3. Infoblox Managed Endpoint Boolean No No
#” RADIUS CoA Templat« 4 Infoblox Threat Category Endpoint String No No
#* TACACS+ Services Infoblox Threat Detection i .
< Device IP Endpoint String No No

#* Fingerprints

6. Infoblox Thr =3 Endaai Sl Do No
P Attributes
4 Applications . Infoblox Threat Severity ~Endpoint List No No )
#* Context Server Action 8. Infoblox Threa T ISt NS No

#° Ingress Events Showing 1-8 of 8 Export | Delete ‘
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Repeat the above step and add the attributes from the table below.
Table 4. Aruba Attributes

Field Name Data Type Description
Infoblox DHCP Fingerprint String DHCP fingerprint of the device if known
Infoblox Last Known IP String IP address registered in IPAM
Infoblox Managed Boolean IPAM management status: managed or unmanaged.
Infoblox Threat Category String Threat type that occurred on the device.
Infoblox Threat Detection String IP of the DNS server that detected the threat.
Device IP
Infoblox Threat Name String Requested domain name
Infoblox Threat Severity List Severity of the incident
Infoblox Threat Status List The current resolved/unresolved status of the threat.
Infoblox Ruleld Integer The ID of the rule
Infoblox RuleCategory Text The category to which the rule belongs.

Adding Operator Profile (Permissions)

1. Inside the ClearPass Guest Manager navigate to “Administration” 2> “Operator Logins” 2> “Profiles”
and click “Create a new operator profile”.

Support | Help | Logout
Q‘TUK‘JQ ClearPass Guest admin (Super Administrator)

Guest Home » Administration » Operator Logins » Profiles

»
¥ Onboard Operator Profiles [« E Create a new operator profil§

“. Configuration

Administration -

&) Start Here
&3 AirGroup Services

ClearPass Guest supports role-based access control through the use of operator profiles. Each operator using the server is
assigned a profile, which determines the actions that the operator may perform, as well as global settings such as the look and
feel of the user interface.

Some operator profile settings may be overridden in the operator’s account settings. These customized settings will take

eis AP1 Services precedence over the default values defined in the operator profile.

& Data Retention
3 Extensions Use this list view to define new operator profiles, and to make changes to existing operator profiles.

-y .
+ 3 Import Configuration ~ Name Description

P Operator Loging Operators with this profile can use the API to manage guest

art Here accounts.

[7} Login Configuration i : F
g BYOD Operator Opelta.tors with FhIS profile can view and manage their own
~Proﬂles) provisioned devices.

. ) ) ; N - " .
> Servers Q Device Registration Opera‘tors with this profile can self-provision thglr devices, for
+ Translation Rules use with MAC authentication and AirGroup sharing.

Q API Guest Operator

2. Enter the name of the operator profile and then select the “Custom” option from the drop down of the
operator privileges that are found in the list below.
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MName:

Description:

Access

Operator Profile Editor

Enter a name for this operator profile.

Comments or descriptive text about

the operator profile.

These options control what operators with this profile are permitted to do.

Enabled:

Privileges:

Table 5. Aruba Operator Privileges

Allow operator logins

If unchecked, operators with this profile will not be able to log in

- Operator Privileges
Administrator

Advertising Services
}; AirGroup Services
API Services
qj: Guest Manager
+ Hotspot Manager
() nsight
ﬁ IP Phone Services
I onboard
’/1 Operator Logins
Il Pass Services
Select operater permissions fo
i Platform
@ Policy Manager
SMS Services
, SMTP Services
£$ Support Services

“ Translation Assistant

Show descriptions

Select operator permissions for
Select operator permissions for
Select operator permissions for
" Select operator permissions for
Select operator permissions for
Select operator permissions for
Select operator permissions for
Select operator permissions for
Select operator permissions for

Select permissions for managing local operator legins.

Select operator permissions for
Select operator permissions for
Select operator permissions for
Select operator permissions for
Select operator permissions for

Select operator permissions for

Mo Access

Na Access ™
access Lo AlrCeg st

APL access S

managind Work.
No Access
managing self-proyl

Insight aP®

Na Access ™
1P phone administration and management tasks.

No Access
managing Onboard device provisioning.

Mo Access

No Access
r managing digital passes.
No Access
platform adm

'

Policy Mana®

No Access
access to SMS services.

No Access
SMTP services.

No Access
access to support services.

No Access
tasks related to translation.

Select the privileges that will be granted to this operator login.

systummc-u tasks.

managing advertising content and services.

lgned guest access,

Privilege

Custom Name

Access

Administrator

Plugin Manager

Full

API Services

Allow API Access

Allow Access

Guest Manager

Active Sessions

Full

Guest Manager

Active Sessions History

Read Only

Guest Manager

Create Multiple Guest Accounts

Full

Guest Manager

Create New Guest Account

Read Only

Guest Manager

Full User Control

Read Only

Insight

Administration

Read

Policy Manager

Identity — Endpoints

Read, Write

Adding API Client

1. Inside the ClearPass Guest Manager navigate to “Administration” > “API Services” > “API Clients”
and click Create API client.
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Support | Help | Logout
OrUbO ClearPass Guest admin (Super Administrator)

g Guest 1] Home » Administration » API Services » API Clients
g @ Create API client
% Onboard 2 API Clients
) Revokeattaccess tokens

“%. Configuration @ API Explorer
() API sample code on GitHub

&. ) Administration

@ start Here
- & AirGroup Services
& API Services

The API clients you have defined are listed below.

Filter:

Client ID Grant Types Access Token Operator Profile
a Blox password 30 minutes Super Administrator
" API Explorer | - : i
. ﬁ BloxCS client_credentials 1 weeks Super Administrator
{8 SOAP Web Servil J
¢» Data Retention ... Back to API services

5 Extensions

% Import Configuration
Operator Logins €4 Back to main

€' Plugin Manager

133 Back to administration

+ %y Support

2. On the “Create API Client” form, add the “Client ID”, set the “Operator Profile” to a “Profile” with the
correct permissions, set the “Grant Type” to “Client credentials (grant_type=client_credentials)” and
Remember the “Client Secret” key for later.

Create API Client

% e Infoblax

Client ID: . S I ) ) ) ; . B
The unique string identifying this API client. Use this value in the OAuth2 “client_id" parameter.
API Client for Infolbox - ClearPass Integration.

Description:

Use this field to store comments or notes about this API client.

Enabled: Enable API client

Infoblox_API_Access B

The operator profile applies role-based access control to authorized OAuth2 clients.
This determines what API objects and methods are available for use.

# Qperator Profile:

Client credentials (grant_type=client_credentials)
Only the selected authentication method will be permitted for use with this client 1D.

o £MB16YHyd2kyOP13XePTtGRQU/qqpZ8P40TYhAOLK+YL

Client Secret: yge this value in the OAuth2 “client_secret” parameter.
MNOTE: This value is encrypted when stored and cannot be displayed again.

* Grant Type:

Access Token Lifetime: : - hours
Specify the lifetime of an OAuth2 access token.

. Create API Client

3. Click “Create API Client” when finished.

Enable Insight

1. Inside the ClearPass Policy Manager navigate to “Administration” 2> “Server Manager” -2 “Server
Configuration” and click the Aruba ClearPass server name to edit it.
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- Support | Help | Logout
QI"UbO CIear‘F’ass Pollcv Manager admin (Super Administrator)
Dashboard L] Administration » Server Manager » Server Configuration
[Z] Monitoring L Server Configuration w Set Date & Time
? Change Cluster Password

R s ‘s Manage Policy Manager Zones
“4 NetEvents Targets
‘?" Clear Machine Authentication Cache

ClearPass Portal o .
f‘b 7 Virtual IP Settings
+ =, Users and Privileges ¢ Make Subscriber
't" Cluster-Wide Parameters
P' - Server Configurationp . .
—— Publisher Server: clearpass.eco.tme.infoblox.com [10.60.32.77]

#* Log Configuration

# Local Shared Folders # Server Name A Management Port Data Port Zone Insight Cluster Sync Last Sync Time

# Licensing 1. clearpass.eco.tme.infoblox.com 10.60.32.77 - default Enabled Enabled -
& Extoral Sarvers Showing 1-1 of 1 [ Collect Logs | Backup | Restore | Geanup | Shutdown | Reboot
&) Certificates

2. Onthe “System” tab click the check box to “Enable Insight Current”.

. Support | Help | Logout
aruvba ClearPass Policy Manager alo (B Administsto)
Dashboard L] Administration » Server Manager » Server Configuration - clearpass.eco.tme.infoblox.com
[ Monitoring L] Server Configuration - clearpass.eco.tme.infoblox.com (10.60.32.77)
Configuration
3! Administration ©
Services Control Service Par S y itoring k FIPS
#” ClearPass Portal
. & Users and Privileges Hostname: clearpass.eco.tme.infoblox.com
il Server Manager FQDN:
,’h Policy Manager Zone: default | Manage Policy Manager Zones
# Log Configuration Enable Performance Monitoring Display: @ Enable this server for performance monitoring display
& Local Shared Folders Insight Setting: Enable Insight Enable as Insight Master
& Licensing urrent
- B External Servers Mastericiearpass.eco.tme.infoblox.com(10.60.32.77)
. Certificates Enable Ingress Events Processing: Enable Ingress Events processing on this server
+' || Dictionaries Master Server in Zone: Primary master I |
+ % Agents and Software Updates Span Port: —~None — =l

£ Cunnart

3. Click save on the bottom right of the window to save the settings.
Infoblox NIOS Configuration

Check if the Security Ecosystem License is Installed

Security Ecosystem License is a “Grid Wide” License. Grid wide licenses activate services on all appliances in the
same Grid.

In order to check if the license was installed navigate to “Grid” - “Licenses” - “Grid Wide”.

Data Management Smart Folders Reporting Administration QSearch admin -

!pm[“omlgul‘g" o Dashboards

Grid Manager Upgrade HSM Group Device Support Ecosystem

Grid Wide
Quick Filter| None + | E3 | Show Fitter
+ OIS

Fl & APZ
] & Security Ecosystem

Add/Upload Templates

In order to upload/add templates:
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1. Navigate to “Grid” - “Ecosystem” 2> “Templates”, and press “+” or “+ Add Template”.

Infoblox ;:‘ Dashboards Data Management Smart Folders Grid Administration Q, Search  admin
N o T

Grid Manager Upgrade Licenses HSM Group

Toolbar »
Outbound Endpoint  Notification EREITIEIEH @
Templates 9 e Acd Tourplels
E
Quick Filter  None v ‘ m \ Show Filter
v
“ Export Template
Go to Go P DR S Schema
‘ ] Name Vendor Type Event Type Template Type Outbound Type = IDN Converter
] % Aruba ClearPass Login Aruba ClearPass  Session Event REST API
[ £ Aruba ClearPass Logout Aruba ClearPass  Session Event REST API
7] % Aruba ClearPass Session Aruba ClearPass Session Management REST API
[ % Aruba ClearPass Assets Aruba ClearPass  DHCP Lease, D... Event REST API

2. Pressthe “Select” button on the “Add template” window.

Add Template

Filename: Aruba_Assets.json | Select

Close Add View Results

3. If atemplate was previously uploaded, press “Yes” to overwrite the template.

? = Template 'Aruba ClearPass Assets' already exists in the database and will be
overwritten. Do you want to continue?

No Yes

Pres the “Select” button on the “Upload” window. The standard file selection dialog will open.
Select the file and press the “Upload” button on the “Upload” window.

Press the “Add” button and the template will be added/uploaded.

You can review the uploaded results in the syslog or by pressing the “View Results” button.

Add Template

Filename: Aruba_Assets.json Select

No gk

Close Add View Results
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o
Template validation events for grid master infoblox.localdomain Go to Syslog Viewer
Timestamp Server Message
2018-02-27 07:... OutboundAPITe... import

2018-02-27 07:... OutboundAPITe... Template name: Aruba ClearPass Security
2018-02-27 07:... OutboundAPITe... File: Aruba_Security.json

2018-02-27 07:... OutboundAPITe... User: admin

2018-02-27 07:... QOutboundAPITe... -----=---—--—-- import starled ---------=eeemeeeeee
2018-02-27 07:... OutboundAPITe... import

2018-02-27 07:... OutboundAPITe... Template name: Aruba ClearPass Assets

2018-02-27 07:... OutboundAPITe... File: Aruba_Assets.json

2018-02-27 07:... OutboundAPITe... User: admin

2018-02-27 07:... OutboundAPITe... =eseecccccccccsas [MPOT StAMAM =<mcesssmmsmmacanans
2018-02-27 07:... OutboundAPITe... import

2018-02-27 07.... OutboundAPITe... Template name: Aruba ClearPass Logout
2018-02-27 07:... OutboundAPITe... File: Aruba_Logout.json

2018-02-27 07:... OutboundAPITe... User: admin

2018-02-27 07:... OutboundAPITa... --eeeeeeeemeeeee IMPOT StAMEE --m-emmmmmmmmemneeee

Close

8. There is no difference between uploading session management and action templates.

Modifying Templates
NIOS provides the facility to modify the templates via the web-interface.

1. Navigate to “Grid” > “Ecosystem” > “Templates”, and then press the gear icon next to the template
you want to modify.
2. Press the “Edit” button to open up the “Template” window.

Aruba ClearPass Assets (Template) 8

(«
®
Name* Aruba ClearPass Assets
Contents Type REST API
Vendor Type Aruba ClearPass
Event Type DHCP Lease, DB Change
DHCP Fixed Address IPv4,
DB Change DNS Host
Address IPv4, DB Change
DHCP Fixed Address IPv6,
DB Change DNS Host
Address IPv6
Template Type Event
Comment
Cancel Save & Close ~
Aruba ClearPass Assets (Template)
- 0090 @ 6
General

{

S e CemPas
"name": "Aruba ClearPass Assets",
"content_type™ "application/json",
"type": "REST_EVENT",
"gvent_type": [
"LEASE",
"FIXED_ADDRESS_IPV4",
"HOST_ADDRESS_IPV4",
"FIXED_ADDRESS_IPVE",
"HOST_ADDRESS_IPVE"

I

"headers™: {
"Authorization”: "Bearer ${S:A:SESSID}",
“Accept™: "'/

h

"instance_variables": [

1

"steps™ [

"name": "Debug#0",
"aneration”: "NOP".

Cancel Save & Close ~
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The template editor is a simple interface for making changes to templates. It is recommended to only use the
template editor to make minor changes. You can also edit, cut and paste template snippets from a text editor of
your choice.

Note: You cannot delete a template if it is used by an endpoint or by a notification.

Adding Client Secret and Client ID

1. Navigate to “Grid” > “Ecosystem” > “Templates” and then press the gear icon next to the
“Aruba_Session.json” template and click edit to modify it.

2. Inside the “Aruba_Session.json” template insert the “Client Secret” key into the “value” field of the
“endpoint_variables” with the name "KEY”.

3. Inside the “Aruba_Session.json” template insert the “Client ID” value into the “value” field of the
“endpoint_variables” with the name "Client_ID”.

Aruba ClearPass Session (Template)
6
General
{
Contents "name": "Aruba ClearPass Session",
“version": "3.0",
“type": "REST_ENDPOINT",
“inactivity_interval': 1000,
"keepalive": true,

"login_template": "Aruba ClearPass Login”,
“logout_template”: "Aruba ClearPass Logout",
"override_path": true,

"retry_template™: 0,

“timeout": 60,

“vendor_identifier": "Aruba ClearPass",
"logout_only_at_template_end": true,
"endpoint_variables": [

"name": "Client_ID",

tvp SHRING",

Cancel Save & Close «

4. (NIOS 8.3 or later) Navigate to “Grid” 2> “Ecosystem 2> “Outbound Endpoint” and click on the Aruba
ClearPass endpoint and click “Edit”.

5. (NIOS 8.3 or later) Navigate to the “Session Management” tab and add the “Client_ID” and “KEY” to
the value fields.

Aruba ClearPass (REST API Endpoint)
i e | °
®
General
Timeout 30 Seconds %
Session
Management Log Level Debug $
ble Template Aruba ClearPass Session Select Template Clear
Attributes Vendor Type Aruba ClearPass
Template Type Session Management
Parameters
Name alue pe
Client_ID CBloxCs > String
KEY <000000000000000000000000000000 > String
Cancel Save & Close -
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Add a Rest API Endpoint

A “REST API Endpoint” is basically a remote system which should receive changes based on a notification and a
configured template. A Grid, for example, can not only send notifications, it can also receive the notifications from

itself (e.g. for testing purposes).
In order to add REST API Endpoints:

1. Navigate to “Grid” = “Ecosystem” > “Outbound Endpoints” and press “+” or “+ Add REST API

Endpoint” buttons. The “Add REST API Endpoint Wizard” window will open.

Infoblox -

CONTROL YOUR NETWORK.

Dashboards

Grid Manager

Data Management

Upgrade

Smart Folders Administration

Licenses HSM Group

Outbound Endpoint ST S T TV ETCE

Outbound Endpoint @

Quick Filter None v | & | show Fiter

Go to Go 5O RE
-] Name « Endpoint Type  URI Vendor Type Outbound Member Comment

[ % Aruba ClearPass REST API https://10.60.32.77  Aruba ClearPass  Grid Master

2. The URI and Name for the appliance you are integrating with are required.

3. The URI should be the IP of the appliance you are integrating with, with the correct URI scheme.

4. Specify “Auth Username”, “Auth Password” (Aruba Web Service account credentials), “WAPI
Integration Username” and “WAPI Integration Password” (NIOS credentials).

Add REST APl Endpoint Wizard > Step 1 of 3

URI*

Name*

Vendor Type
Auth Username
Auth Password

Client Certificate

WAPI Integration Password
Server Certificate
Validation

Member Source outbound
API requests from *

Comment

Cancel

https://10.60.32.77 Test Connection

Aruba ClearPass

Aruba ClearPass o \

admin
Clear Password

Select Clear

WAPI Integration Username admin

Clear Password

Use CA Certificate Validation (Recommended) | CA Certificates
# Enable Host Validation

® Do not use validation (Not recommended for production environment)

Selected Grid Master Candidate | Choose One %)
®) Current Grid Master

Disable

Previous Next Save & Close ~

admin  ~

Q search

= IDN Converter

5. (Optional) For debug purposes only: Under “Session Management”, set “Log Level” to “Debug”.

© 2018 Infoblox Inc. All rights reserved.
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Aruba ClearPass (REST API Endpoint)

&
General )
Timeout 30 Seconds ¥
Session
[T I— Log Level Debug ¥
Extensible Template Aruba ClearPass Session | Select Template Clear
Attributes Vendor Type Aruba ClearPass
Template Type Session Management
Parameters
\ Name Value Type
Client_ID BloxCS String
KEY 000000000000000000000000000000 String
Cancel Save & Close ~

6. The Client_ID and the KEY can be found when you create the Aruba ClearPass API client.

When possible, it is recommended to send notifications from a Grid Master Candidate instead of from the Grid

Master.

Add a Notification

An endpoint and a template must be added before you can add a natification.

In order to add notifications:

1. Navigate to “Grid” - “Ecosystem” > “Notification” and press “+” or “+ Add Notification Rule” then
the “Add Notification Wizard” window will open.

MOQ!% Co4 Dashboards

Gnd Manager Upgrade

Cisco ISE Endpoint QOutbound Endpoint

Notification @&

Quick Filter None v I

Goto

Go

Data Management

Notification

Licenses

Templates

| show Fitter

Smart Folders

HSM Group Device Support Ecosystem

Administration

Name
Aruba_RPZ

30O

Aruba_Tunneling
Aruba_ADP
Aruba_Host_IPv4
Aruba_Host_IPvE
Aruba_Fixed_IPv4
Aruba_Fixed_IPvE

Ooao0O

Aruba_Lease

@
&
&
@
&
@
&
&
o

Aruba_Discovery

“
~

Target

Aruba ClearPass
Aruba ClearPass
Aruba ClearPass
Aruba ClearPass
Aruba ClearPass
Aruba ClearPass
Aruba ClearPass
Aruba ClearPass
Aruba ClearPass

Action
Qutbound Temp

Outbound Temp..

Qutbound Temp
Qutbound Temp
QOutbound Temp
Qutbound Temp
Outbound Temp
Qutbound Temp
Outbound Temp

2. Specify the notification’s name and select an endpoint (Target), click “Next”.
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Add Notification Wizard > Step 1 of 4 [ ]

Name * Aruba_RPZ a
Target * Aruba ClearPass | Select Endpoint
T T T T T ST S mmmmmEEm A
+ Notification rules will be reset when you change the endpoint type. :
g 4
Target Type REST API
Vendor Type Aruba ClearPass
Comment
Disable
Cancel Previous Next Save & Close =

3. Select an event type and define a filter. Note: For optimal performance, it is best practice to make the filter
as narrow as possible. Click “Next”.

Add Notification Wizard > Step 2 of 4
i It may take up to a minute to apply the new rules. E
Event* | DNS RPZ ¢
Match the following rule: Reset

| Rule Name 4 | contains 5 local.rpz
-+
Cancel Previous Next Save & Close ~

4. (For RPZ natifications only) Check “Enable RPZ event deduplication” and specify relevant parameters.
Click “Next”.
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Add Notification Wizard > Step 3 of 4 %]

¢ Enable RPZ event deduplication
|« Log all dropped events due to deduplication to the syslog

Select the fields to use for deduplication

Available Selected
RPZ Policy Source IP
RPZ Type Query Name
Query Type ’
Network View
Network ‘

Lookback Interval 10 Minutes %

Cancel Previous Next Save & Close ~

5. Select a relevant template and specify the template's parameters if any are required. Click “Save & Close”.

Add Notification Wizard > Step 4 of 4
Template * Aruba ClearPass Security = Select Template Clear a
Vendor Type Aruba ClearPass
Template Type Event
Parameters
| Name Value Type

ThreatSeverity Low String
Cancel Previous Next Save & Close

Check the Configuration

You can emulate an event for which a notification was added by going to “DashBoards” — “Status” —
“Security” then on the “Dig Request” panel, fill in the “Domain Name to Query” text box and click the “Perform

Dig” button.
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Dig Request B G

Run dig command on
® Grid Master
) Grid Member Select Member

Name Server to Query (Optional)
Record Type Any v

¥ Send Recursive Query

Domain Name to Query  example.com Perform Dig

| To view the RPZ syslog, you must enable RPZ logging on the member. |
View RPZ Syslox

Status DNS query completed successfully. I ¥8iog

, <<=>> DiG 9.10.2-ECS-M3 <<>> @Ilocalhost example.com Any -b 127.0.1.0

; (2 servers found)

;1 global options: +cmd

; Got answer:

;1 ~>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 21447

i+ flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 2

;» OPT PSEUDOSECTION:
; EDNS: version: 0, ﬂ%gﬁ.'. udp: 4086
;1 QUESTION SECTICN:
;example.com. IN  ANY

;» ADDITIONAL SECTION:
local.rpz. 900 IN SOA infoblox.lecaldomain. please_set_email. absolutely.nowhere. 4 10800 3600 2419200 900

i Query time: 48 msec

. SERVER: 127.0.0.1#53(127.0.0.1)

i WHEN: Thu Jan 04 17:22:30 UTC 2018
 MSG SIZE rovd: 140

When performing the dig request above, make sure that the “Domain Name to Query” is blocked by your RPZ.
To check this, navigate to “Data Management” — “DNS” — “Response Policy Zone”. You can export a RPZ
feed or check the content of a local RPZ.

Infoblox :: Dashboards Data Management Smart Folders Grid Administration QSaarch admin =
ConTIOR TOUR N o

File Distribution Threat Analytics

Toolbar »
P9 Zones Members  Name Server Groups  Shared Record Groups [l il L) Blackist Rulesets  DNS64 Grouf™ a
Response Policy Zones Home e rdd -
localrpz @ / % -
Quick Filter None e -
@ .

Block Domain Name (No Such Domain)

+= Order Response
Policy Zones

To check a debug log for an endpoint, go to “Grid” — “Ecosystem” — “Notification”, click on the gear wheel
and select “View Debug Log”.

El=lE]E=
[ ArubavCloud De X » 2 Infoblox Grid M= x { () ClearPass Policy ' » () ClearPass Policy | X 1 {_) ClearPass Policy | X
< C' | A Notsecure | h#ps://172.0.0.3/ui/8IK7ERFFOoudWVBZUHNIOA/8IK19/RFFe1#553603964 h* ¢

Infoblox = Dashboards Data Management Smart Folders i Administration
Comtmon, voum eTwors. ¥

Upgrade HSM Group

Cisco ISE Endpoint Outbound Endpoint Notification Templates.
Notification S

Quick Filter| None ~ | E3 Show Filter

Go to Go + B E

Aruba ClearPass Outbound Temp

F & i Aruba ClearPass  Outbound Temp
F & View Dstuy Log Aruba ClearPass  Outbound Temp
] % Aruba_Host_IPv4 Aruba ClearPass  Outbound Temp

Depending on a browser, the debug log will be downloaded or opened in a new tab. You may need to check your
popup blocker or download settings.
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The integration solution from Infoblox and Aruba ClearPass Modernizes your IT service by giving increased Visibility,
control, and responses with the best defense for wired and wireless devices and Increased Identification on what
on your multivendor wired and wireless network.

1. Integrating ClearPass with Infoblox typically tags the username context, as well as the external device being
authenticated, along with its respective MAC address, which further simplifies IP address management on
the Infoblox side.

http://www.arubanetworks.com/techdocs/ClearPass/6.7/PolicyManager/Content/CPPM_UserGuide/Admin/End
pointContextServersAdd Infoblox.htm

2. This integration allows ClearPass to send Username and Mac Address mapping information to Infoblox’s
Mac Address Filters.

https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/1861/1/ClearPass Exchange
Integration Tech Note Infoblox Mac Address Filter Updates.pdf

3. This integration authenticates a device on Aruba ClearPass and then based on data received from Infoblox
through an enforcement profile puts the device onto a chosen network.

https://github.com/aruba/clearpass-exchange-snippets/tree/master/ipam/infoblox-authz
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