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Main Agenda

Infoblox Cloud Strategy
Introduction to Infoblox IPAM plug-in for VMware

Automation
» Extensible Attributes
* Port Group support

Discovery
vDisovery (of VMS)

Extensibility
* Workflow customization
« REST API

Symantec Corporation — A Case Study




Enabling the Next Gen Data Center
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Policy-based automation of Single management interface Discovery of VMs, networks
DNS, DHCP, IPAM services for for multi-cloud solutions for multi-cloud platforms
virtual servers Private Cloud: VMware, Auditing, reporting across
Open RESTful interfaces for OpenStack, Microsoft clouds for DHCP leases,

customization Public Cloud: Amazon DNS records, IP addresses




Infoblox Integration with VMware vRA

Cloud Provisioning
& Management vRealize Automation (vRA)

Infoblox ! - = Virtual

vRO . — - e
Plug-in - == Appliance

Management &

Automation

vCenter Server
Virtualization :
Platform vSphere ESXi

N Y YNMYY

ﬁ - Request Approval Provision Manage Retire Archive
.‘;\. Service VMq pp g

Blueprints

Cloud
Consumer

vCenter Orchestrator Plug-in

Infoblox -

CONTROL YOUR NETWORK




Infoblox IPAM Plug-in for VMware vRO

Automatic allocation and de-allocation of IP addresses (both IPv4 and IPv6) to Virtual Machines
as well as updates to DNS records in_seconds instead of hours, days or weeks

© VMware vRealize

vmware vRealize Orchestrator-

[ 5 =N

Parameters References

¥ L2l administrator @ vra7 poc.infobloxdemo.com
» [T Event Broker Templates
» [JGuoo
> [ PAM EB Workfiows
¥ [ Library
» [ amar
» [ AMGP Samples
» [ Configuration
» [T Data Management
» [ Data Management Samples.
» 2 Dynamic Types
» CIHTTP-REST
» [ HTTP-REST Samples:
¥ [Jran
v Evra
» [ Administration
» [T Configuration
¥ [ Main
» Tl Helpers
emove IPAM records associated with VN

[E3 Reserve an IP in network for VN
Reserve an IP in range for VI
Update MAC address for VI
Add a network

Remove a network

Remove Fixed Address or Reservation
Remove Host record or A/AAAAPTRICNANE
Reserve an P

Reserve an IP in network

Reserve an P in range
Restart IPAM services

J General ‘ Inputs

‘ Tools = | Help |

Reserve an IP for VM

Workflow Tokens Events Permissions

Outputs Schema Presentation

Version

Workflow icon

Owner

User permissions

Server restart behavior
Resume from failed behavior

Global tags

Usertags

Description

Reserve an IP for Vi
580f6258-c73-4374-856c-20ddc91972c8

o .l 0 14 ) show version histary...

Check signature..

View contents Add to package Edit contents

Resu

System default

Triggered on WFStubBuildingMachine event from vRA.
Creates the following entities with specified static IP address
- Host record
- Arecord withiwithout associated PTR record
- CNAME records related to the created A record
- Fixed address or Resenvation.

A sample vRealize

Orchestrator workflow

Plug-in benefits
- Save time
- Save money
- Automate
tasks




Automation

Traditional Approach

— — 2 — O P P
o E B | . B G Mo
Network = Network | RN : - HELP DESK Network | BN server | Network | BN Server |
[[Team frmme - - [[Team| TR aany [[Teamy; Team [Teamy Team

Provision Request IP Forward IP Update Request Allocate Clean Up w
Virtual or Use Data for Database or DNS and Manually When '
Instance Allotment Tracking Spreadsheet Record Enter DNS De-provisioned /

(1) (2) © O (5) (6)
Cwomarea | DG, W OO

Infoblox DDI for Cloud and Virtualization

S ©
e, 0 0000600

Instance

v~ Implement change anytime
Eg: DNS names, IP addresses

s

v~ No tickets between network, server
teams for DNS, IP

v" Automatic reclamation of resources

upon spin down
Automated Automated




Automation Feature Spotlight:
Extensible Attributes

<

With support for Infoblox Extensible Attributes (EA), the IPAM plug-in can allocate an IP address and a DNS

host record to a VM based on specific meta data associated with a network

Infoblox DDI - EA Country = USA

4 New & Edit | 3 Delete Set EA name = Country

Mame “alue

Infoblex . IPAM. vmMName Set EA Value - USA Togle A
Infoblox . IPAM.c reateAddress AndPirRecords Falze conaral
Infoblox. IRAM. Metwork 0.dhe pO ptions . primary Wins Srelle cnerah [ Mo
Infoblex. IPAM. Metwork 0. .searc hEalMame Country - y EA —
Infoblox. IRAM. MNetwork(.searc hEal'alue 154

Infoblox . IPAM. Network D searc hEa1 Comiparis on

354f8eab-090c -448d.-50e
drféebb1-3a34 4e02-acd. ..
T54B0f45-237d-488¢c-852.

ExternalVF Stubs . Mac hineProvisioned
ExternalVF Stubs . Buildinghac hine

ExternalF Stubs. Mac hineDis posing

Infoblox . IPAM. Metwork D searc hByEa True
Infoblox. IPAM.c reateHostRec ord True
Infoblox. IPAM.c reateFinedAddress False
Infoblox . IPAM. MetworkD.dhe pOptions . secondary Ons
Infoblox . IPAM.NetworkD.enableDhe p False

Infoblox. IPAM. v Mic Mumber 1
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Automation Feature Spotlight:
Port Group

« Attaches a VM to a specific port group upon creation
« Can be done manually or automatically using extensible attributes

Set Port Group = VM Network

Infoblo:x. IRAM. MetworkOD.netaddr 172.261.0

Infoblox. IPAM. Metwork 0.dhe pOpticns . dns Suffix poc.infobloxdemo.com

Infoblox. IPAM. MetworkO.cidr 24

Infoblox. IPAM. NetworkD.fixedAddres sMsDhe pServer False Increased ﬂeX|b|l|ty for VM deployments
Infoblox. IPAM. Metwork D.ghe pOpticns dns SearchSuffices poc.infobloxdemo.com

Infoblox. |IPAM.Metwork D portGroup w || WM Metwork |:|

Intobiox. [FAM. MetworkU.ans View

Infoblox. IPAM. restartifiMesded

Ok Cancel

Infoblox . IPAM. Metwork D network \View default

Infoblox. IPAM. Network D.dhc pOptions secondany Wins




VM Discovery (vDiscovery)

 vDiscovery provides automated detection of virtual entities and interfaces Iin
private, public, and hybrid clouds that are managed through VMware vCenter
servers and vSphere Hypervisor, OpenStack, or AWS.

vhiscovery JobWizard > Step 2 of 5

Port® WARE |

Cance Previous It Save & Close -




vDiscovery Feature Spotlight

« Auto discovery of VMs for AWS, OpenStack and VMware
» Auto creation/deletion of DNS host records for VMs

General

Endpoint m

Network View Network Vi

Consolidatiol Consolidal

Schedule Schedule




Extensible Features Spotlight

IPAM plug-in workflows are fully customizable

vmware vRealize® Orchestrator- [3Y] <+ | Toois ~| Heip ~| (EN - l

[ I S = Add a network
ﬁj 5:) = (o] ol Parameters References Workflow Tokens Events Permissions

* [zl aoministrator @ vra7.poc.infobloxdemo. com

» [ Event Broker Templates

» [ GMOO 75 v] %

» [0 IPAM EB Workflows.

¥ [ Library
» EJAMap
» ] AMQP Samples _
» [ Configuration O
» 7] Data Management
» [T Data Management Samples
» ] Dynamic Types
» L HTTP-REST ¥
» CJHTTP-REST Samples.
¥ EJran

IPAM plug-in supports the REST

[E3 Remove a network
Remove Fixed Address or Reservation ¥

.
Remove Host record or AJ/AAAAFTRICNAME .

Reserve an IP g E

Reserve an IP in network L

Reserve an P in rangs
Restart IPAM services
» [ IPAM Service Package SDK
» CJpsc
» [ Locking
> Email
» [ Microsoft
» COnsx
» £ orchestrator
» [ PowerShell
» CJsnmp
» ] SNMP Samples.

General Inputs Outputs Schema Presentation

PLi




VMware Adapter Key Features

Extensible Attributes Ability to allocate an IP address and a DNS host record to a VM
based on specific meta data associated with a network

Port groups Attach a VM to a specific port group after creation
Microsoft integration Support for A and PTR records for integration with Microsoft DNS
VRA 7.0 multi-tenancy Support for vRA7 multi-tenancy with overlapping IP ranges when

using Infoblox Network views and DNS views

VM multi-vNIC support Support up to 4 vNICs per VM

vDiscovery Discover VMs located on ESXi/vCenter Server as well as auto-
creation of DNS host records if neeeded




Provisioning a VM with Infoblox

1 - A cloud admin/user requests a VM to be created through self service portal

vmwa reg vCloud Automation Center
N
re

{ ) Dashboard
@
m Self-Service

CMP/Orchestrator

My Machines (1)

[#) Select Allon Page  [T] Deselect All on Page

Machine 4 Status 3
2 My Machines
e Machine = vcvmos »  Clonelachine [T
= Support User
9
@ Reports My Multi-Machine Services (0)
[] Select Allon Page  [] Deselect All on Page

efF Provisicning Group
Manager

Machine 4 Status

g Enterprise Administrator »

.&? Discovery

p’ b vCAC Administrator

@ 5 _ \1p/Orchestrat
e 45— rchestrator
Hyperwsor =7 Spins up VM on L
Hypervisor __V
= e —
6 - VM starts up \L foblox Grid Member

DNS/DHCP

either with injected 3 3 K3 k3

static IP or IP
allocated via DHCP
Request to Member
(Fixed Address)

VMware ESX and ESXi

T

O Vhware e

End User

2 - CMP/Orchestrator calls the Infoblox Adapter

3 - Infoblox Adapter
contacts NIOS via WAPI for
Next Available IP and
creates DNS Records for VM

4 - GM synchronizes Host
record or Fixed Address/ +
A/AAAA/PTR with Grid
Member

7 - End User accesses VM using
DNS FQDN




Symantec Provisioning Time Comparison

Duration Effort

Tasks w/o Infoblox Hours Team
Fill out IPAM form for DNS 0.5 Hosting
DNS Registration — Submit ad-hoc request to 1 0 Hosting
IPAM registrar team (Requires IPAM form)

Insert IPAM into DNS 1 0 IPAM Team
DNS Error 1 IPAM Team
Hosting team email communication if Error or 0.5 Hosting

wrong domain

Total 3 1

Notes

Fill out IPAM form to submit
DNS request

Takes 24 hours to complete if
no issues (48 hours with issues)

IPAM team adds DNS entry

Takes 24 hours to complete if
no issues (48 hours with issues)




Symantec Provisioning Time Comparison

Duration Priority (1-5)
Tasks with Infoblox Days Team |1=Low, 5=High | Notes
Fill out IPAM form for DNS 0 Hosting 5 Fill out IPAM form to submit

DNS request

DNS Registration — Submit ad-hoc request to 0 0 Hosting 5 Takes 24 hours to complete if
IPAM registrar team (Requires IPAM form) no issues (48 hours with issues)
Insert IPAM into DNS 0 0 IPAM Team IPAM team adds DNS entry
DNS Error 0 IPAM Team Takes 24 hours to complete if

no issues (48 hours with issues)

Hosting team email communication if Error or 0 Hosting
wrong domain

Total 0 0 0




Symantec Provisioning Workflow

2. Orchestrator/CMP call the Infoblox Rest

1.vRArequests a VM to be created
through self service portal (CMP

wnwa reg vCloud Automation Center

Q Dashboard » My Machines (1)
Select Allon Page [ Deselect All on Page
o Machine e

3 My Machines

API

= Request Machine | = yevmos »  Clonelachine

= Support User
‘@ Reports My Multi-Machine Services (0)

[] Select All on Page Deselect All on Page
e  Provisioning Group O

y
@ yianager Machine < Status

B crterprse admnistrator Il
T oscovery )

/@ VCAC Administrator »

VRA 6.2

6. VM Starts up
with injected

static IP and ‘ngﬁg

correct DNS
nameserver

Infoblox
RestAPI

e ]

5.CMP/Orchestration

tg spins up VM on
=== Hypervisor

DNS/DHCP

e 2
Infoblox Grid Master

Infoblox Grid Member

7. End User access VM

3. Reserve and create
an “A” and “PTR”
Record w/Tagin
infoblox
Note: Configured
extensible attributes
before creating the
record wit API:

Extensible attributes eg:

e Owner

e  TagReservation
(owner)

e Location

4. Grid Master
Synchronizes Host
Record with Grid
Member
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Infoblox Hands On Labs

HOL-SDC-1632 vRealize Automation % oW
Advanced: Integration and )
Extensibility

Expired

This advanc:

HOL-SDC-1632 vRealize Automation Advanced: Integration and

'”_tlff"a“f‘”lf Extensibility
:‘” sarm e PROGRESS:
ar many ca TIME REMAINING: 1 hour 30 minutes
Read more
w LAB DETAILS
¥ LAB DETAILS
This advanced lab will explore out-of-the-box integrations with other vRealize Suite products, and you will learn all about
TIME LIMIT: 1hour 30 min extending the provisioning life-cycle for many common use cases. Using vRealize Orchestrator and its plugins, you will learn
VALID PERIOD: 2 hours how to implement custom host naming and integration with Infoblox and Puppet. You will explore the vRealize Automation API.
EXIT ALLOWED: Mo This lab is available in English.
END ALLOWED: Yes Lab Modules
DI S
1 You Meed More Integration 15 B U
2 An Introduction to Extensibili 45 A U
Authors: Grant Orchard, Jon Schuli uction to Extensibility
VMs: Microsoft Windows Server 2C 3| Integrating vRealize Automation with the Vivware Cloud Management Platform| 60 | B u
4 Integrating vRealize Automation with Infoblox IPAM 60 A U
5 Integrating vRealize Automation with Puppet Enterprise 45 A U
[ Integrating vRealize Automation with NSX 45 A u

7| XaaS Services with Advanced Service Designer and vRealize Orchestrator 60 A F

8 Working with the vRealize Automation API 45 A U

A Module Time can be either 15, 30, 45 or 60 Minutes in Length.
A Module Level can be either Beginning or Advanced.

A Module Type can be either Use Case or Feature.

Close

http://labs.hol.vmware.com

L
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INVITE & FRIEND



http://labs.hol.vmware.com/

Support for overlapping IP and DNS
name spaces

 Infoblox DNS views provide the ability to serve one version of DNS data to one set of clients and
another version to another set of clients

 Infoblox Network views support overlapping address spaces enabling the use of duplicate IP
addresses without impacting network integrity

Properties (52) © tew Property DNS View = External
# Mame - “alue Encrypted . .
Network View = NetView3
&7 (] ExernalFStubs Buildingtiachine 1 Mo
6,? ﬁ ExternahNFStubs MachineDizposing 1 [u}
& ﬁ Infaklox IPAKM . comment Mo
6,? ﬁ Infoblox IP&M createsddreszAndPirRecords false [u} InfObIOX DDI Network VIeW = NetVIeW3
&7 [ Infoblox IPAM crestesddressRecord falze Mo
Networic Views 7o
6,? ﬁ Infoblox IPAM . createHostRecord true Mo
Show Filter
6,? ﬁ Infoblox IP&AM createReservation falze [[u} |
o7 [ Infoblox P& dns'iesw External Mo
&7 [ Infoblox P& networksddress Mo [Copfent St |
[[] HetView?2
o [ Infoblox P&k netsorkCidr Ma ] Hetviews
2 & infoblos IPAM netweork'iew: Mt ien S [ B defautt
6,? ﬁ Infoblox IP&M . =earchBwEa falze Loy

Increased flexibility for network deployments




Time and Cost Savings for Cloud

Autc

\

500%

400%

300%

200%

100%

0%

Time Increase for Manual Task (%6)

B Inventory
Source: Tolly, March 2015

VM Task Execution: Manual vs. Automated with Infoblox Cloud Network Automation for VMware|

Percentage of time increase due to manual work

2,400%

(Not to scale)

Task

B Provision I Destroy B Provision in an Exhausted Subnet

Total Cost of Ownership (TCO) Analysis: Select VM Management Tasks

Infoblox Cloud Network Automation (CNA) vs. Manual Configuration

500 VMs 1,000 VMs 2,500YMs

Estimated Staff Hours/Week
(without Infoblox CNA)

5,000 VMs

Estimated Staff Hours/Week
(with Infoblox CNA)

Annual TCO Savings From Labor $71,497 $357,483

$714,966

Source: Tolly, March 2015

Table 1




