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Main Agenda

Infoblox Cloud Strategy

Introduction to Infoblox IPAM plug-in for VMware

Automation
• Extensible Attributes

• Port Group support

Discovery
vDisovery (of VMs)

Extensibility
• Workflow customization

• REST API

Symantec Corporation – A Case Study 



Enabling the Next Gen Data Center

DDI Automation Consistency Visibility

Policy-based automation of 

DNS, DHCP, IPAM services for 

virtual servers

Open RESTful interfaces for 

customization

Single management interface 

for multi-cloud solutions

Private Cloud: VMware, 

OpenStack, Microsoft

Public Cloud: Amazon

Discovery of VMs, networks 

for multi-cloud platforms

Auditing, reporting across 

clouds for DHCP leases, 

DNS records, IP addresses



Infoblox Integration with VMware vRA

Cloud 

Consumer

Service

Blueprints

Request 

VM

Approval Provision Manage Retire Archive

vCenter Orchestrator Plug-in

vSphere ESXiVirtualization 

Platform

vCenter Server

Management & 

Automation

vRealize Automation (vRA)
Cloud Provisioning 

& Management

vRO
Infoblox

Plug-in



Infoblox IPAM Plug-in for VMware vRO
Automatic allocation and de-allocation of IP addresses (both IPv4 and IPv6) to Virtual Machines 

as well as updates to DNS records in seconds instead of hours, days or weeks

A sample vRealize
Orchestrator workflow

Plug-in benefits
- Save time
- Save money
- Automate 

tasks



Automation

Manual

Traditional Approach

Provision
Virtual

Instance

1

Request IP
or Use

Allotment

2

Forward IP
Data for
Tracking

3

Update
Database or
Spreadsheet

4

Request
DNS

Record

5

Allocate
and Manually

Enter DNS

6

Clean Up
When

De-provisioned

1 62 3 4 5

Automated

Provision
Virtual

Instance

Automated

Automated

Infoblox DDI for Cloud and Virtualization
 Implement change anytime

Eg: DNS names, IP addresses

 No tickets between network, server 

teams for DNS, IP

 Automatic reclamation of resources 

upon spin down



Automation Feature Spotlight: 
Extensible Attributes
With support for Infoblox Extensible Attributes (EA), the IPAM plug-in can allocate an IP address and a DNS 
host record to a VM based on specific meta data associated with a network

Enable search by EA 

Set EA name = Country

Set EA value = USA

Infoblox DDI - EA Country = USA

Automate VM assignment to networks using business data



Automation Feature Spotlight: 
Port Group
• Attaches a VM to a specific port group upon creation

• Can be done manually or automatically using extensible attributes

Increased flexibility for VM deployments

Set Port Group = VM Network



VM Discovery (vDiscovery)

• vDiscovery provides automated detection of virtual entities and interfaces in 
private, public, and hybrid clouds that are managed through VMware vCenter 
servers and vSphere Hypervisor, OpenStack, or AWS. 



vDiscovery Feature Spotlight
• Auto discovery of VMs for AWS, OpenStack and VMware

• Auto creation/deletion of DNS host records for VMs



Extensible Features Spotlight

IPAM plug-in workflows are fully customizable

IPAM plug-in supports the REST 
interface to NIOS



VMware Adapter Key Features
Key Feature Description

Extensible Attributes Ability to allocate an IP address and a DNS host record to a VM 

based on specific meta data associated with a network

Port groups Attach a VM to a specific port group after creation

Microsoft integration Support for A and PTR records for integration with Microsoft DNS

vRA 7.0 multi-tenancy Support for vRA7 multi-tenancy with overlapping IP ranges when 

using Infoblox Network views and DNS views

VM multi-vNIC support Support up to 4 vNICs per VM

vDiscovery Discover VMs located on ESXi/vCenter Server as well as auto-

creation of DNS host records if neeeded



Provisioning a VM with Infoblox

Hypervisor

CMP/Orchestrator

Infoblox Adapter

2 - CMP/Orchestrator calls the Infoblox Adapter1 - A cloud admin/user requests a VM to be created through self service portal  

6 - VM starts up 
either with injected 
static IP or IP 
allocated via DHCP 
Request to Member 
(Fixed Address)

5 – CMP/Orchestrator 
Spins up VM on 
Hypervisor

Infoblox Grid Member
DNS/DHCP

3 - Infoblox Adapter 
contacts NIOS via WAPI for 
Next Available IP and 
creates DNS Records for VM

End User

7 - End User accesses VM using 
DNS FQDN

Infoblox Grid Master

4 - GM synchronizes Host 
record or Fixed Address/  + 
A/AAAA/PTR with Grid 
Member



Symantec Provisioning Time Comparison

Tasks w/o Infoblox

Duration 

(Days)

Effort 

(Hours) Team 

Priority (1-5) 

1=Low, 5=High Notes

Fill out IPAM form for DNS 0.5 Hosting 5 Fill out IPAM form to submit 

DNS request

DNS Registration – Submit ad-hoc request to 

IPAM registrar team (Requires IPAM form)

1 0 Hosting 5 Takes 24 hours to complete if 

no issues (48 hours with issues)

Insert IPAM into DNS 1 0 IPAM Team IPAM team adds DNS entry

DNS Error 1 IPAM Team Takes 24 hours to complete if 

no issues (48 hours with issues)

Hosting team email communication if Error or 

wrong domain

0.5 Hosting

Total 3 1 4



Symantec Provisioning Time Comparison

Tasks with Infoblox

Duration 

(Days)

Effort 

(hours) Team 

Priority (1-5) 

1=Low, 5=High Notes

Fill out IPAM form for DNS 0 Hosting 5 Fill out IPAM form to submit 

DNS request

DNS Registration – Submit ad-hoc request to 

IPAM registrar team (Requires IPAM form)

0 0 Hosting 5 Takes 24 hours to complete if 

no issues (48 hours with issues)

Insert IPAM into DNS 0 0 IPAM Team IPAM team adds DNS entry

DNS Error 0 IPAM Team Takes 24 hours to complete if 

no issues (48 hours with issues)

Hosting team email communication if Error or 

wrong domain

0 Hosting

Total 0 0 0



vRA 6.2

1.vRA requests a VM to be created 
through self service portal (CMP)

2. Orchestrator/CMP call the Infoblox Rest 
API

Infoblox Grid Master

3. Reserve and create 
an “A” and “PTR” 
Record w/Tag in 
infoblox

Note:  Configured 
extensible attributes 
before creating the 
record wit API:

Extensible attributes eg:
 Owner
 Tag Reservation 

(owner)
 Location

vRo 6.2
Orchestrator

Infoblox
RestAPI

vCenter 5.5

Infoblox Grid Member

DNS/DHCP 4. Grid Master 
Synchronizes Host 
Record with Grid 
Member

5.CMP/Orchestration 
spins up VM on 
Hypervisor

6. VM Starts up 
with injected 
static IP and 
pointed to the 
correct DNS 
nameserver

7. End User access VM 
using FQDN.

Symantec Provisioning Workflow





BACKUP SLIDES



Infoblox Hands On Labs

http://labs.hol.vmware.com

http://labs.hol.vmware.com/


Support for overlapping IP and DNS 
name spaces 

• Infoblox DNS views provide the ability to serve one version of DNS data to one set of clients and 
another version to another set of clients

• Infoblox Network views support overlapping address spaces enabling the use of  duplicate IP 
addresses without impacting network integrity

DNS View = External
Network View = NetView3

Infoblox DDI Network View = NetView3

Increased flexibility for network deployments



Time and Cost Savings for Cloud 
Automation


