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DHCP Fingerprinting
Overview
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DHCP Fingerprinting

• MAC address gives us limited information

• Client often provides information about its OS and device type. 

• The combination of the option sequence or vendor client ID in 
option 55 or 60 is used to infer the OS and device type of the 
remote client. 

• These parameters are then incorporated into a DHCP fingerprint 
that provides unique information about this client. 

How it works



DHCP Fingerprinting

• Separate handheld traffic from laptops on university wireless.
• Filter handheld devices to specific Ranges of IP’s

• Give preferential bandwidth to laptops

• Block gaming devices from Campus Wireless

Use case – University Campus



DHCP Fingerprinting

• Add your own

• Simplified interface

Creating custom fingerprints
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Lease History



Lease-history
Issue



Lease-history

Who get’s in trouble?

Use case – network configuration changed



Lease-history
How it works



Lease-history
Use case – file sharing



Lease-history
Advanced search



DDNS



DDNS and DHCP Option-81
Overview of DDNS



DDNS

• ISC 

• Check-only 

• ISC-Transitional 

• No check

Understanding DDNS Security Options



DDNS and DHCP Option-81
Overview of Option-81



DDNS and DHCP Option-81
Option-81 – Use Case

Bob the Engineer



DDNS and DHCP Option-81
Server and client configuration



Questions?


