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DNS Architecture



DNS Architecture
Overview



DNS Architecture
Goals of today’s DNS

Efficiency Security Scalability

Must handle the 
needs of the 

other Applications

DNS must be a 
part of the 

solution

Growth rates 
must be 

addressable 



DNS Architecture
Architecture best-practices



DNS Architecture
Design goals
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Anycast



DNS Anycast
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2001:db8::256:180:c223:214e
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DNS Query 

(example: nslookup)

DNS Server europe.corp100.com
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DNS Server asiapac.corp100.com

DNS Server australia.corp100.com
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Intranet

Overview – If one is good, more is better

• Nodes share a single IP 
address

• Routing allows clients to 
connect to the “nearest” 
node

• DNS Servers advertise this 
IP as a route when DNS is 
available



DNS Anycast

Everywhere!

• Authoritative
• Internal

• External

• Recursive/Caching

Where to use it
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Anycast

• Routing protocols in use

• Network complexity

• DNS team’s access to routing information

• Troubleshooting

Considerations



DNSSEC



DNSSEC

Client queries for 
www.infoblox.com
1. Client queries it’s locally configured DNS Server A

2. Server A Queries Root

3. Root name servers replies with NS and A records 

for .com (delegation)

4. Server A queries .com Name Servers

5. .com name servers reply with NS and A records for 

infoblox.com (delegation)

6. Server A queries Infoblox Name Servers

7. Infoblox Name Servers replies with A Record for 

www.infoblox.com

8. Server A caches the answer and returns the record 

to the Client

Traditional DNS walkthrough
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DNSSEC

Client queries for 
www.infoblox.com
• Steps 1-7 happen as before.

• In 2, 4 and 6 each time the recursive server 
queries it adds a DO bit to indicate it would 
like DNSSEC info

• Each response in 3, 5 and 7 includes 
DNSSEC records including;

• DNSKEY, DS and RRSIG

• Once Server A receives an answer it begins 
the validation

DNSSEC validation walkthrough
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DNSSEC
Validation is in use today

• Google 8.8.8.8

• Comcast

• Neustar DNS Advantage

• …

• ad flag: Shows we have Authenticated Data



DNSSEC
Enabling validation



Questions?


