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Best Practice IPAM
What is Best Practice IPAM



Best Practice IPAM
Requirements Best Practice IPAM



Best Practice IPAM
Benefits of Best Practice IPAM



Corporate Retail DistributionBest Practice IPAM
Best Practice IPAM - Architecture

APAC NAM EMEA

HQ Major Sites Small Sites



Best Practice IPAM
Best Practice IPAM - Architecture
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Purpose of Extensible Attributes

• Infoblox uses Extensible Attributes 
(EA) to create Metadata

• Extensible Attributes can be 
associated with any object not just IP 
Addresses

• Extensible Attributes are flexible to 
match your organization

• Provides a powerful tool to search and 
organize IPAM based on business 
driven attributes



Extensible Attributes

• Building block of IPAM

• Three optional settings
• Optional

• Recommended

• Required

• Assign to ANY object type

Extensible Attribute Overview
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Data Sources and Accuracy

• It’s not just from network and 
server team

• Facilities, Operations even 
HR can have valuable data

• Any data related to network 
attached hosts

What is and isn’t IPAM Data



Data Sources and Accuracy

• Is not IPAM
• Isolated Spreadsheets

• Stuff in your head

• Comments in multiple devices

• Is IPAM
• Centralized Data

• Information relating to IP Devices

• Did I say, Anything related to IP Devices

What is and isn’t IPAM Data



Data Sources and Accuracy

• Garbage in, Garbage out 
wont work

• We need tools
• To keep the data honest

• To update it proactively

Data Accuracy



Data Sources and Accuracy

• Multi-Ping allows you 
to force a Ping of 
every IP address 
displayed in the IP 
MAP screen

• Pings originate from 
the Grid Master

• Only available for 
IPv4 networks

Data Accuracy: Ping and Multi-ping



Data Sources and Accuracy
Data Accuracy: Network Discovery



Data Sources and Accuracy

• VM Discovery

Data Accuracy: VM Discovery



Data Sources and Accuracy

• Covered in our Add-Ons Session

Data Accuracy: Network Insight



Data Sources and Accuracy
Data Accuracy: Conflicts and resolution



IPAM Use Cases



IPAM Use Case #1
Respond to vulnerability announcement

• Vendor announcement about a vulnerability

• Need to find all HP Printers model LJ213



IPAM Use Case #2
Find objects based on Operating System

• Finding all systems running Apple IOS



IPAM Use Case #3
Find hosts connected to a particular network device



Questions?


