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Topics Covered

* Network Insight
* DNS Firewall (RPZ2)
* Advanced DNS Protection (ADP)







Network Insight

Overview

* Enhance IPAM with Network
Data for attached hosts

* lee Slngle'pane VlSlblIlty s i w
* Glve tools to take action
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Network Insight
What do we get
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Network Insight

Using Network insight Data as IPAM
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Network Insight

Taking Action

 What can we do with this information?

* |f we find a bad host and know where it is patched in, let take action
iInstead of logging into another device.

 Two tasks we most would need are;:

« Change VLAN - ie. Move to quarantine VLAN
» Shut Port




Network Insight

Taking Action

« Changing the VLAN

DEVswrtr01.devnet.com > Gi1/0/20 (Interface)

The following VLANS are configured:

1D Name
222 valn-tata
Data VLAN
Select Available v

Voice VLAN

Select Available b

Cancel

Save & Close

40 VLANOO40 35 VLANDD35
41 VLANOO41 356 VLANOOD36
100 VLANO100 37 VLANOD37
101 VLANO101 38 VLANOOD3S
102 VLANO102 40 VLANOD40
122 vian004 41 VLAN0D41
123 Vian0123 100 VLANO100
125 vian005 101 VLANO101

Haer s (N R




Network Insight

Taking Action — Manage Port

Interfaces (DEVswrtr03.devnet.com)

General

Change your settings

Interfaces (4 items)

Go

G314 Down
Gi3/a Down
Gid/46 Down
Gi3s Down

Select multiple interfaces to
change their settings at once,
or select one ortwo at a time
to apply different settings to
each

Gigab...
Gigab...
Sfsd'...
Gigab...

Settings for: Multiple Interfaces

Admin Status — Change Admin status
| I

Up i

Down %

The following VLANS are configured:

D Name

Data VLAN

Select Available v

Voice VLAN

Select Available ¥ Set the VLAN for
each selected

interface orfor all in
the batch

Cancel

Verify Save & Close ~







DNS Firewall - Response Policy Zones

Malicious Domains

O

What it Solves

Infoblox threat intelligence
service
IPs, Domains, etc. of Bad Servers

INTERNET
Infoblox DNS Firewall
Malware/APT INTRANET
. Malware/APT spreads within Blocked communication attempt sent to
W withl
Sysl
network; calls home .
1 An infected device brought into the office. Malware FireEye detects APT-based malware
spreads to other devices on network.
Malware makes a DNS query to find “home” (botnet / C&C). DNS
Firewall looks at the DNS response and takes admin-defined action )
(disallows communication to malware site or redirects traffic to a 3 Pinpoint. Infoblox Reporting lists DNS Firewall action as 4 An update will occur every 2 hours (or more often for
landing page or “walled garden” site). well as the: significant threat).

¢ Username

¢  Device IP address

¢ Device MAC address

*  Device type (DHCP fingerprint) 5
*  Device host name X
*  Device lease history FireEye)

Additional threat intelligence from sources outside
Infoblox can also be used by DNS Firewall (e.g.




DNS Firewall - Response Policy Zones

Overview

* DNS Firewall is built using Response Policy Zone (RPZ)
 RPZ is implemented in ISC BIND 9.8 and later

* DNS Firewall is one of several DNS security options available for
nfoblox DNS appliances




Response Policy Zones

How it works

e ZOne Transfer
e TSIG
e Triggers

 Logging
* Reputation Information




Response Policy Zones

How it works — Leverages Zones

 Both Local RPZ and RPZ Feeds are stored as DNS Zones

 To authenticate the source we use TSIG
e Standard Zone transfer is used, both AXFR and IXFR

* Requires Port 53 access




Response Policy Zones

Local versus Feed

 Local — whitelist, blacklist specific to your organization
e Feed — Someone else does the hard work




Response Policy Zones
Triggers

* Triggers — when we see a match execute a policy
- QNAME
 IP
 Client-IP
- NSDNAME
- NSIP




Response Policy Zones

Policies
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Insert Transition Slide — ADP




Advanced DNS Protection (ADP)

The Problem

DNS-based attacks are Traditional DNS cannot stop even
on the rise protection is ineffective under attack to avoid
against evolving threats network downtime,

loss of revenue, and
negative brand impact




Advanced DNS Protection (ADP)

ADP Overview
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Advanced DNS Protection (ADP)

The Threats
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Advanced DNS Protection (ADP)

Threats ADP addresses

DNS Reflection/DrDoS attacks

DNS Amplification
Protocol Anomalies
TCP/UDP/ICMP Floods

DNS Cache Poisoning
DNS-based exploits

Reconnaissance

DNS Tunneling

Using third-party DNS servers(open resolvers) to propagate a DOS
or DDOS attack

Using a specially crafted query to create an amplified response to
flood the victim

Causing the server to crash by sending malformed packets and
queries

Denial of service on layer 3 by bringing a network or service down
by flooding it with large amounts of traffic

Corruption of the DNS cache data with a rogue address
Attacks that exploit vulnerabilities in the DNS software

Attempts by hackers to get information on the network environment
before launching a DDoS or other type of attack

Tunneling of another protocol through DNS for data exfiltration




Advanced DNS Protection (ADP)

The Rules




Advanced DNS Protection (ADP)

The Rules

You got a threat
We got a rule!
Lots of Rules

ﬂ
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Rule ID w‘“’ Rule Name Description man«%"Mh Parameters Comments
130502200 System DNS SSHFP You can configurethisruletopass  Enabled by Action
record or drop UDP packets that contain  default. (default = Pass)
SSHFP record request. The default Events per second
Action = Pass. {defauit=1)
130502300 System DNS IPSECKEY You can configurethisruleto pass  Enabled by Action
record ordrop UDP packets that contain  default. (default = Pass)
IPSECKEY record request. The Events per second
default Action = Pass. (default=1)
130502400 System DNS TKEY record You can configure thisruletopass  Enabled by Action
ordrop UDP packets that contain  default. (default = Pass)
TKEY record request. The default Events per second
Action = Pass. (default=1)
130502500 System DNS TSIG record Youcan configurethisruletopass  Enabled by Action
or drop UDP packets that contain  default. (default = Pass)
TSIG record request. The default Events per second
Action = 3 (default=1)
130502600 System DNS TA record Youcanconfigure thisruletopass  Enabled by Action
or drop UDP packets that contain  default. (defauit = Pass)
TA record request. The default Events per second
- (default=1)
130502700 System DNS DLV record Youcan configure thisruletopass  Enabled by Action
ordrop UDP packets that contain  default. (defauit = Pass)
DLV record request. The default Events per second
Action = Pass. (default=1)
130502800 System DNS ANY record You can configurethisruletopass  Enabled by Action
or drop UDP packets that contain default. (default = Pass)
ANY record request. The default Events per second
Action = Pass. (defauit=1)
130502900 System DNS Arecord TCP  Youcanconfigurethisruletopass  Enabled by Action
ordrop TCP packetsthatcontainA  default. (default = Pass)
record request. The default Action Events per second
= Pass. {defauit=1)
130503000 System DNS AAAArecord  Youcan configurethisruletopass  Enabled by Action
TCP or drop TCP packets that contain default. (defauit = Pass)
AAAA record request. The default Events per second
Action = Pass. (default=1)
130503100 System DNS CNAME You can configurethisruletopass  Enabled by Action
record TCP or drop TCP packets that contain default. (default = Pass)
CNAME record request. The Events per second
default Action = Pass. (default=1)
130503200 System DNS DS record You can configurethisruleto pass  Enabled by Action
TCP or drop TCP packets that contain default. (default = Pass)
DS record request. The default Events per second
Action = Pass. (default=1)
130503300 System DNS PTR record You can configure thisruleto pass  Enabled by Action
TCP or drop TCP packets that contain default. (default = Pass)
PTR record request. The default Events per second
Action = Pass.

(default=1)




Advanced DNS Protection (ADP)

The Rules

Not Enough?

* Create up to 500
Custom Rules




Advanced DNS Protection (ADP)

Reporting
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Questions?




