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NERC Compliance Use Cases

Overview

For network and IT teams who work in the Energy sector, the North American Energy Reliability Corporation
Critical Infrastructure Protection (NERC-CIP) standards provide a thorough guide to electrical generation utilities
for maintaining and ensuring the reliability and security of their “cyber assets”, usually defined as any electronic
device that participates or supports the electric power grid. The standard focuses on best practices such as:

¢ Identify and document a risk-based assessment methodology to use to identify its critical assets. (CIP-
002-3 R1, R3)

* Develop a list of associated Critical Cyber Assets essential to the operation of the Critical Asset (with
annual approvals). (CIP-002-4 R2, R3)

* Document and implement a security policy that represents management’s commitment and ability to
secure its critical cyber assets. (CIP-003-3 R1, R4, R5, R6)

* Implement and document a program to identify, classify, and protect information associated with Critical
Cyber Assets. (CIP-003-4 R4, R5, R6)

* Implement and document an electronic or manual process(es) for monitoring and logging access at
access points to the Electronic Security Perimeter(s). (CIP-005-3a R3.1, R3.2)

e Perform a cyber-vulnerability assessment of the electronic access point to the Electronic Security
Perimeter(s) at least annually. (CIP-005-3a R3.1, R3.2 R4.3, R4.4)

* Ensure that every Critical Cyber Asset resides within an Electronic Security Perimeter. Display
appropriate use banners upon all interactive access attempts. (CIP-005-4a R1, R2)

e Ensure the implementation of a physical security program for the protection of Critical Cyber Assets.
(CIP-006-3c)

e Ensure that only those ports and services for normal and emergency operations are enabled. Enforce
access authentication of, and accountability for, all user activity, and that minimize the risk of
unauthorized system access. (CIP-007-3 R2, R5)

* Ensure identification, classification, response, and reporting of Cyber Security Incidents related to Critical
Cyber Assets. (CIP-008-3)

* Ensure that recovery plans are put in place for Critical Cyber Assets and that these plans follow
established business continuity and disaster recovery techniques and practices. (CIP-009-3)

Current Situation with Manual Processes

For many utilities, NERC is a challenge because most teams attempt to maintain compliance via manual
documentation and periodic spot checks. Typically, a senior network admin is required for the manual process
which can be difficult because they are already busy.

While NERC is listed as a standard, they are typically at a higher-level and it's up to the individual network team
to decipher the best practices into actionable items or rules to maintain and prove compliance. So the IT teams
must build individual rules, then manually check and re-check and then cobble together the results when audits
are required.

Network Automation with Infoblox

Infoblox Network Automation helps ensure that your network assets maintain your desired state for NERC
requirements. By leveraging customizable, built-in expertise, you can determine which rules and polices you'd
like to follow and the platform does continuous monitoring and single-click reporting for those standards.

Key capabilities tied to NERC include:
* Extensive network discovery and inventory features to identify and track existing and new devices.
* Customizable and extensive reporting for tracking Critical Cyber Assets and current state.
* Robust policy definition and reporting solution that allows creation of specific rules to be applied across
single or multiple network devices.
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* Network topology diagrams, access control, and change control and configuration management for
adding, modifying, replacing, or removing Critical Cyber Asset hardware or software.

e Tracking end-hosts connected through switch ports over time for security and auditing requirements.

* Review default accounts, passwords and network management community strings.

* Extensive network infrastructure device grouping and a topological understanding of relationships,
ensuring every device can be designated inside or outside a given security perimeter.

* Network configuration modification to display banner messages on network infrastructure devices.

* Simplify management by tracking parameters such as port status to Administratively UP or
Administratively DOWN.

e User-based access rights and control for maintaining security for multiple users.

Use Case

This use case document provides a sample of how to create and monitor for NERC compliance mandates. By
following the instructions, you can create your own rule and policy for your specific environment. More
importantly, you can easily broaden this to include other parameters by using the templates and customization
options available within Infoblox Network Automation.

CIP-002-3 R1, R3- Network Automation covers this standard with the following features:
* Device Discovery
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The diagram above describes how devices are discovered. Discovery is done on a periodic basis to ensure the
discovery process updates the inventory without being consuming a large amount of network bandwidth. You
enter the subnets, SNMP community strings, and CLI credentials to start the process of device discovery.
Network Automation also uses default SNMP community strings and CLI credentials if your SNMP community
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strings and CLI credentials do not work. This will help in discovering devices that you did not know about. Refer
to the Network Automation Administrator Guide for more information on the setup wizard.

* Network insight
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The Network Insight tab shows:

* Inventory of Discovered Devices
* Devices
o Infrastructure devices. This includes routers, switches, firewalls, load balancers, etc.

o Device components like I/O boards in a chassis based device.
o End hosts

o IP phones

o Aggregation of the above.

Virtual Devices

e Interfaces

o Configuration of - Shows all interfaces being tracked by the appliance, including IP configuration,
associated device, VLAN and trunking status, and line speed.

o Unused Down ports - All interfaces marked administratively “down” (user configured as “off’) and
operationally “down” (not physically connected). This helps determine whether devices are not
needed or if connections can be consolidated to eliminate unneeded hardware.

o Unused Up ports- All interfaces that are administratively marked “up” and operationally “down.”
The list can help to quickly identify bad device configurations (unused ports should not be
administratively “up”), failed or unplugged network cables, and badly allocated devices.

o Recently changed ports- All interfaces that had status changes within the last hour. On a stable
network interface, status should not change often, so the list should small or empty. If there are
known connectivity problems, this list helps isolate possible problem sources.

* Operating Systems- lists operating systems running on devices in the network, including routers,
switches, load balancers, Infoblox NIOS systems, and other devices from numerous vendors discovered
on the network.

* Device models-Lists model names of devices in the network.
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Summaries of

o Routes-lists routes reported by all devices in the network from each of their interfaces during the last
network polling cycle by Network Automation.

o Subnets-Subnets are compiled from all router and switch-router devices discovered and catalogued by
Network Automation, including any virtual device contexts.

o VLANs-Shows VLANSs discovered in the network.

o HSRP/VRRP groups-lists Hot Standby Router Protocol (HSRP) groups and Virtual Router Redundancy
Protocol (VRRP) groups found in the network, starting with the Virtual IP address of the group.

o Ports-lists ports found in the network. The list is a superset of ports listed in Switch Port Manager.

o NIOS Grids-lists any Infoblox NIOS Grid Masters found in the network.
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= Aggregate View-combines the Link Discovery Protocols, Serial Links and Switch Forwarding views.

= Link Discovery Protocol view-shows L2/L3 devices using Link Layer Discovery Protocol (LLDP) or
Cisco Discovery Protocol (CDP), and their interconnections.

= Serial Links view-shows L2/L3 devices connected by serial links.

= Switch Forwarding view- shows L2/L3 devices using switch forwarding.

L2 n Hop- shows devices that can be reached from a selected starting device through a chosen number

of Layer 2 (actually a hybrid of L1 and L2) connections.

L3 n Hop - shows all active devices that can be reached from a selected starting device in the network

through a chosen number of routed Layer 3 connections.

L2/L3 Most Likely Path - shows the most likely path traffic would take between two devices, including

both Layer 2 and Layer 3 connectivity.

L3 Most Likely Path - shows the most likely path that routable Layer 3 traffic would take between a

source device and a destination device, ignoring Layer 2 connectivity between Layer 3 devices

VLAN - shows the spanning tree that a given VLAN uses on the network.

Path Analysis - allows tracing a Layer 3 path across a network of any scale, subject only to the restriction

that Network Automation must discover and manage both the source and destination devices.
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Discovery-Inventory listing of discovered devices and the status of their discoveries. For more information,
consult the Network Automation Administrator Guide.
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The Switch Port Management screen shows the following:
e Capacity Summary-Access Ports
o Total Ports-The number of switched Ethernet ports, in the selected Device Group, that are being
managed by Switch Port Manager (if Entire Network is chosen, this counter represents all managed
switching ports).
o Free Ports-The count of ports most recently polled that show a link state of Down, having lost
connectivity.
o Free Ports %-The percentage of all managed switch ports in the chosen Device Group showing Down
link state.
o Available Ports-The count of ports that remained in a link state of Down for more than the prescribed
time period; when a port is considered Available, it is deemed available for other network resources.
o Available Ports %-The percentage of all managed switch ports appearing as Available.
o PoE Ports-The count of Cisco switched Ethernet ports running the Power over Ethernet switching
protocol for IP telephony applications.
* Devices
o Devices present-provides the complete list of switches and switch routers that are being managed by
Network Automation.
o Device Vendor/Model-displays a different subset of Switch Port Manager data, focusing on equipment
vendor, product model, device serial number and other information.
o New devices-lists the subset of switching network devices that have been discovered by Network
Automation during the displayed measurement period.
o Changed devices-lists any network devices that have changed in some fashion within the most recent
polling time period.
o Devices not present-lists the subset of active switch and switch-router devices, excluding end hosts, with
which Switch Port Manager has lost communication over the last measurement time period.
* Interfaces
o Access Ports Present-provides the list of switched access interfaces for the entire network, the
aggregate interface list for any chosen device group and the list of interfaces for any chosen LAN switch
or distribution switch.
o Link Changes-provides a list of interfaces that have most recently changed state.
o Hub Locator- lists all switched interfaces in the network that operate as Smart Hubs, with more than one
end host connected to the switch port.
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e End Hosts

o End Host present-provides a complete list of all end host devices detected and successfully probed by
the Network Automation appliance.

o New End Hosts- filters the list of Devices Present to show the devices and hosts that were found by
Network Automation since the last polling took place.

o End Host not Present-lists the end devices or hosts that are discovered to be disconnected or otherwise
become unreachable on the network when the last polling took place.

o VLAN changes-lists all devices that switched from one VLAN to a different VLAN during the user-
configured time period.
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The report tab has 35 default reports to choose. In addition, you can create your own reports using one of 84
data types.
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CIP-002-4 R2, R3- Network Automation covers this standard with the following features:

* Reports
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The report tab has 35 default reports to choose. In addition, you can create your own reports using one of 84

data types.

CIP-003-3 R1, R4, R5, R6- Network Automation covers this standard with the following features:

* Topology
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The Topology shows the following views:
* Topology
o Network
= Aggregate View-combines the Link Discovery Protocols, Serial Links and Switch Forwarding views.
= Link Discovery Protocol view-shows L2/L3 devices using Link Layer Discovery Protocol (LLDP) or
Cisco Discovery Protocol (CDP), and their interconnections.
= Serial Links view-shows L2/L3 devices connected by serial links.
= Switch Forwarding view- shows L2/L3 devices using switch forwarding.
o L2 n Hop- shows devices that can be reached from a selected starting device through a chosen number
of Layer 2 (actually a hybrid of L1 and L2) connections.
o L3 n Hop - shows all active devices that can be reached from a selected starting device in the network
through a chosen number of routed Layer 3 connections.
o L2/L3 Most Likely Path - shows the most likely path traffic would take between two devices, including
both Layer 2 and Layer 3 connectivity.
o L3 Most Likely Path - shows the most likely path that routable Layer 3 traffic would take between a
source device and a destination device, ignoring Layer 2 connectivity between Layer 3 devices
o VLAN - shows the spanning tree that a given VLAN uses on the network.
o Path Analysis - allows tracing a Layer 3 path across a network of any scale, subject only to the restriction
that Network Automation must discover and manage both the source and destination devices.

* Access control configuration
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Using the IOS IP ACL Creation script, you can create access lists to control access to the network device. Click
on the Actions wheel to run the script.
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Scripts | Templates 10S IP ACL Creation
Search... This script may be used to create IP standard and extended ACLs on many 10S based devices.
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Cancel | Next> |

Fill in the fields on the right side of the screen for the ACL. Click Next to continue.

Device Groups | Devices

Device Groups Selected Device Groups Clear
ork (293) thomas' switch (1)

@ App Servers (7)

NAME ONLY (75)
Network Management (8)
Network w/o SNMP (42)
NIOS (17)

Routing (15)

Security (5)

Security Control (15)
Switching (13)

thom witch (1)
UNKNOWN (123)

- Entire Ne

® e @ @ @ @ @ @

COO0O

Cancel < Previous Next >

Select a device group to apply the script to.
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Script: 10S IP ACL Creation

Inputs:
IAcl Name: 10

IAcl Standard: on
IAcl Contents: permit 10.76.15.45
Credentials: User account CLI credentials are not required

Device

Groups: thomas' switch (1)

Devices:
. INone selected

Run Now Cancel < Previous
Click on the Run Now button.
¢ Work Flow
MyNetwork INFOI FindIT Q| User: msmith Logout
lﬂLORL% .:- Dashboard  Network Analysis Network Insight Security Control Config Management Reports LN B fo3 9
Config Archive  Config Search [IRET LU TRl  Policy Design Center
@
Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues
Search... Views v Fiters | oo ‘g N &
e [ T e |
é 10S Ethernet Speed and Duplex Setting ccs High admin admin 2011-01-05 22:14:34
£# 105 Exec Privilege Configuration ccs High admin admin 2011-01-05 22:14:33
£¥  10S Image Upgrade ccs High admin admin 2011-01-05 22:14:37
ﬁ 10S Interface Description Update ccs High admin admin 2011-01-05 22:14:34
£# 108 Interface Disable MOP ccs High admin admin 2011-01-05 22:14:33
¥ 10S Interface IP ACL Configuration ccs High admin admin 2011-01-05 22:14:34
é 10S Interface Portfast Update ccs High admin admin 2011-01-05 22:14:34
£# 108 Interface State Setting ccs High admin admin 2011-01-05 22:14:34
£F  10S IP ACL Creation ccs High admin admin 2011-01-05 22:14:33
a 10S IP ACL Removal ccs High admin admin 2011-01-05 22:14:34
¥ 108 Logging Setiings Update ccs High admin admin 2011-01-05 22:14:35
£¥ 105 NTP Setiings ccs High admin admin 2011-01-05 22:14:35
a 10S Password Settings ccs High admin admin 2011-01-05 22:14:35
£#  10S Recommended IP Device Settings ccs High admin admin 2011-01-05 22:14:35
£F 105 SNMP Settings ccs High admin admin 2011-01-05 22:14:36
£ 10S SSH Settings ccs High admin admin 2011-01-05 22:14:36
£# 105 Telnet Source Loopback ccs High admin admin 2011-01-05 22:14:36
[4 4 |Page 3of4| b D] | Displaying 35 - 51 of 64 Updated at 2013-10-28 17:31:26
https://10.60.16.4/webui/network_analysis 2013-10-28 17:31

Click on one of the scripts to schedule.
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= | Fill out Job Details

Job Name: | ssh101

Job Description: | change ssh settings

Scripts || Templates
Search...
Script Name
2009 Extended DST Compliance
Ad Hoc Command Batch
Assign Port to VLAN

Catalyst 3750 Bad Stack Switch
Catalyst Port ErDisabled

Example 1 - Cisco Set User Password

Evamnla 1 - Ciern Qat | lear Dacewnrd (Darl)

10S SSH Settings

This script may be used to set recommended SSH settings on I0S devices.
Change Auth Retries: ]
Enter number 0 - 5

Change Timeout: ]

New Auth Retries:
New Timeout: Enter number 1 - 120
Disable Issues:

Enable Changes:

Dacat n Nafaulbe |

Cancel

Next >

For example, we chose the IOS SSH settings script to schedule. The user does not have rights to run this script
without approval from a higher user authority. Notice the Approved button is grayed out.

1. Input the requested values in the fields to the right.
2. Click on the Next button.

Device Groups | Devices

Device Groups

Selected Device Groups
thomas' switch (1)

COO0O

Cancel < Previous

Clear

Next >

1. Select the device group to run the script on.
2. Click on the Next button.

© 2013 Infoblox Inc. All rights reserved. Page 13 of 42
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Job Wizard
(15 schedule when Job should run
Recurrence Pattern:  Once b4
Execution Time: | 3:00 AM| a
Day 28 | of October N

Cancel || <Previous || Next>

1. Select the Recurrence Pattern, Execution time, and date.

2. Click Next.
Job Wizard
E Review and save @
— Name: ssh101 Approved:  no
Vo
v=—| Description: [change ssh settings

Script: 10S SSH Settings

Inputs: ]
[Change Auth Retries: on

New Auth Retries: Enter number 0 - 5
IChange Timeout: on

Credentials: User account CLI credentials are not required

j Schedule:  Once on October 28 at 03:00 AM
15

j Device L
Groups: thomas' switch (1)

Devices:
' None selected |

Save Cancel ‘ < Previous

1. Click on the Save button.
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MyNetwork INFOBLOX FindIT

Q| user: admin Logout

Reporis A\ Bl % @

|rlf0b|0X .:- Dashboard  Network Analysis Network Insight Security Control

Config Archive  Config Search  [IRECYCPUTTTIPUMl  Policy Design Center

Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues

Search Views v | oo
 Actions | Name _ Approved By Schedule Status Last Run Result Job Type
£ sshio1 High Once on October 28 at 03:00 AM Pending Approval Script
Page 1 of1 Displaying 1 - 1 of 1

Updated at 2013-10-28 17:40:46

. © 2013 Infoblox, Inc. Al rights reserved. 2013-10-28 17:40

The user with a higher authority logs in to look for jobs that are scheduled.
1. Click on the Actions wheel to view/edit the job.

3Job Wizard
"= Summary of Job - ssh101 @

Name: ssh101 Approved: no

Description: [change ssh settings

Script: 10S SSH Settings

Inputs: .
IChange Auth Retries: on

New Auth Retries: Enter number 0 - 5

Change Timeout: on

Credentials: User account CLI credentials are not required

Schedule:  Once on October 28 at 03:00 AM

Device kh ' switch
Groups: omas’ switc

Devices:
: None selected |

Edit Approve || Cancel

1. Click on the Approve button to approve the job. The job will now run at the selected time.
CIP-003-4 R4, R5, R6- Network Automation covers this standard with the following features:

¢ Audit logs

© 2013 Infoblox Inc. All rights reserved. Page 15 of 42
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MyNetwork INFOBLOX FindIT Q| User: admin Logout

L["ILO‘QL% 4 Dashboard Y

Network Analysis  Network Insight Security Control

Config Archive  Config Search [IRELIUI UMl Policy Design Center

@

Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues

Search Views v Fiters | ofs ‘ag S &
MNamn Language |RunLevel |CreatedBy |UpdatedBy |Updated On LastRun
£+ 2009 Extended DST Compliance ccs High admin admin 2011-01-05 22:14:30
£+ AdHoc Command Batch ccs High admin admin 2011-01-05 22:14:30
a Assign Port to VLAN Perl High admin admin 2012-11-07 13:13:27
ﬁ Catalyst 3750 Bad Stack Switch ccs High admin admin 2011-01-05 22:14:30
£+ Catalyst Port ErDisabled ccs High admin admin 2011-01-05 22:14:30
£+ Example 1 - Cisco Set User Password ccs High admin admin 2011-01-05 22:14:30
£¥  Example 1 - Cisco Set User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
£+ Example 2 - Multi-Vendor Set User Password ccs High admin admin 20110105 22:14:31
£+ Example 2 - Muli-Vendor Set User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
£+ Example 3 - Cisco Set Existing User Password ccs High admin admin 2011-01.05 22:14:31
£  Example 3 - Cisco Set Existing User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
£+ Example 4 - Cisco Set Duplex ccs High admin admin 2011-01-05 22:14:31
£+ Example 4 - Cisco Set Duplex (Per)) Perl High admin admin 2012-11-06 17:56:07
§ Example 5 - Cisco Set Duplex Redux ccs High admin admin 2011-01-05 22:14:31
£+ Example 5 - Cisco Set Duplex Redux (Per) Perl High admin admin 2012-11-06 17:56:07
£#  Example 6 - Cisco Set Port Fast ccs High admin admin 20110105 22:14:31
& Example 6 - Cisco Set Port Fast (Perl) Perl High admin admin 2012-11-06 17:56:08
Page 1 .of4| b D] | Displaying 1- 17 of 64 Updated at 2013-10-24 15:28:23
© 2013 Infoblox, Inc. Al rights reserved. 2013-10-24 15:33

You can manage passwords of network devices with the use of the password change script. Navigate to Config
Management -> Job Management -> Scripts. By default, there are seven different scripts that can be used to
add usernames and/or modify passwords. These scripts can be copied and modified by the customer to suit
their requirements.

¢  Workflow

MyNetwork INFOBLOX FindIT Q| user: msmith Logout
!2!99!95 5 Dashboard Network Analysis Network Insight Security Control Reports Q[ B fo) (7]

Config Archive  Config Search [IRISJVEUSYIURS  Foiicy Design Center

@
Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues
Search, Views v Fiters | s ‘9 M
m Name & | Language |RunLevel |createaBy |updateaBy |updatedon Last Run
£+ 10S Ethernet Speed and Duplex Setting ccs High admin admin 2011-01-05 22:14:34
£+ 108 Exec Privilege Configuration ccs High admin admin 2011-01-05 22:14:33
¥ 10SImage Upgrade ccs High admin admin 2011-01-05 22:14:37
£+ 10S Interface Description Update ccs High admin admin 2011-01-05 22:14:34
£+ 108 Interface Disable MOP ccs High admin admin 2011-01-05 22:14:33
£ 108 Interface IP ACL Configuration ccs High admin admin 2011-01-05 22:14:34
$£F  10S Interface Portfast Update ccs High admin admin 2011-01-05 22:14:34
£+ 10S Interface State Setting ccs High admin admin 2011-01-05 22:14:34
£+ 10S 1P ACL Creation ccs High admin admin 2011-01-05 22:14:33
£+ 10S IP ACL Removal ccs High admin admin 2011-01-05 22:14:34
#F  10S Logging Settings Update ccs High admin admin 2011-01-05 22:14:35
£+ 10S NTP Settings ccs High admin admin 2011-01-05 22:14:35
£+ 10S Password Settings ccs High admin admin 2011-01-05 22:14:35
£+  10S Recommended IP Device Settings ccs High admin admin 2011-01-05 22:14:35
£F  10S SNMP Settings ccs High admin admin 2011-01-05 22:14:36
£ 10S SSH Settings ccs High admin admin 2011-01-05 22:14:36
£+ 10S Telnet Source Loopback ccs High admin admin 2011-01-05 22:14:36
[4 4 |Page 3 of4| b D] | Displaying 35- 51 of 64 Updated at 2013-10-28 17:31:26
https://10.60.16.4/webui/network_analysis 2013-10-28 17:31

1. Click on one of the scripts to schedule.
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Job Name: | ssh101

Job Description: | change ssh settings

Scripts | Templates 10S SSH Settings

Search... This script may be used to set recommended SSH settings on IOS devices.

oo :

2009 Extended DST Compliance Change Auth Retries:

Ad Hoc Command Batch New Auth Retries: Enter number 0 - 5
Assign Port to VLAN Change Timeout: @

Catalyst 3750 Bad Stack Switch New Timeout: Enter number 1 - 120
Catalyst Port ErrDisabled Disable Issues: ]

Example 1 - Cisco Set User Password Enable Changes: O

Evamnla 1 - Miean Gat 1lear Dasewinr A (Darl)

Dacat tn Nafaulte |

Cancel | Next> |

For example, we chose the IOS SSH settings script to schedule. The user does not have rights to run this script
without approval from a higher user authority. Notice the approved button is grayed out.

Input the requested values in the fields to the right.

1. Click on the Next button.

Job Wizard

@&hdbmsmnpcwm

Device Groups | Devices

Device Groups Selected Device Groups Clear
thomas' switch (1)

COO0O

Cancel < Previous Next >

1. Select the device group to run the script on.
2. Click on the Next button.
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Job Wizard

15 | Schedule when Job should run

Day 28 | of |October

Recurrence Pattern: Once s

Execution Time: | 3:00 AM| g

Cancel

< Previous

1. Select the Recurrence Pattern, Execution time, and date.

2. Click Next.

Name:

Description:

Script:
Inputs:

Credentials:

Schedule:

Device
Groups:

Devices:

ssh101 Approved: no

Ichange ssh settings

10S SSH Settings

IChange Auth Retries: on
New Auth Retries: Enter number 0 - 5

IChange Timeout: on

User account CLI credentials are not required
Once on October 28 at 03:00 AM

thomas' switch (1)

None selected

Save

Cancel

< Previous ‘

1. Click on the Save button.

© 2013 Infoblox Inc. All rights reserved.
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MyNetwork INFOBLOX FindIT Q| User: admin Logout

Reporis A\ Bl % @

Infoblox .:- Dashboard  Network Analysis Network Insight Security Control

Config Archive  Config Search  [IRECYCPUTTTIPUMl  Policy Design Center

Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues

Search Views v | oo
 Actions | Name _ Approved By Schedule Status Last Run Result Job Type
£ sshio1 High Once on October 28 at 03:00 AM Pending Approval Script
Page 1 of1 Displaying 1 - 1 of 1 Updated at 2013-10-28 17:40:46
. © 2013 Infoblox, Inc. Al rights reserved. 2013-10-28 17:40

The user with a higher authority logs in to look for jobs that are scheduled. In this case it is the admin user.
1. Click on the Actions wheel to view/edit the job.

Job Wizard

Eé Summary of Job - ssh101

Name: ssh101 Approved:  no

Description: change ssh settings

Script: 10S SSH Settings
Inputs:

ange Auth Retries: on
New Auth Retries: Enter number 0 - 5

ange Timeout: on

Credentials: User account CLI credentials are not required

i Schedule:  Once on October 28 at 03:00 AM

Device o
Groups: thomas' switch

Devices:
vices None selected |

Edit | Approve || Cancel

1. Click on the Approve button to approve the job.
2. The job will now run at the selected time.

* The Config Management Tab contains the following tabs:
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MyNetwork INFOBLOX FindIT Q| User: admin Logout

Infoblox ':- Dashboard Security Control Config Management TS ) Q B o3 [7)

Network Analysis  Network Insight

[PV Config Search  Job Management  Policy Design Center

@

] 1).60.16.5 sw2 | Cisco  Last Checked: 2013-10-29 10:29:22 | Get Config

Device Group: thomas' switch (1) o Running Config Saved? Yes Files Archived: 30 Dates Back To: 2013-10-22 15:38:22
Search... (R} M| Actions |BL|Status | Config Type | First Seen Last Collected v (=157
I o) Cument  Running 2013-10-29 10:03:... 2013-10-28 10:03:.... infoblox on viy0
I o Cument  Saved 2013-10-29 10:03:... 2013-10-29 10:03:.... infoblox on viy0
—] ﬁ Archived Running 2013-10-28 14:00:... 2013-10-28 14:00:... Unknown
I o) Archived  Saved 2013-10-28 14:00:... 2013-10-28 14:00:... Unknown
O £ Archived  Running 2013-10-28 10:41:... 2013-10-28 10:41:... Unknown
—] ﬁ Archived Running 2013-10-26 14:00:... 2013-10-26 14:00:... Unknown
| ﬁ Archived Running 2013-10-25 17:31:... 2013-10-25 17:31.. Unknown
I o3 Archived Saved 2013-10-25 17:31:... 2013-10-2517:31:... Unknown
—] ﬁ Archived Running 2013-10-25 17:00:... 2013-10-25 17:00:... Unknown
I o) Archived  Saved 2013-10-2517:00:... 2013-10-25 17:00:... Unknown
O £ Archived  Running 2013-10-24 16:01:... 2013-10-25 16:31:... Unknown
—] ﬁ Archived Saved 2013-10-24 16:01:... 2013-10-25 16:31:... Unknown
1 Archived Running 2013-10-24 15:00:... 2013-10-24 15:00:... Unknown
[ o3 Archived Saved 2013-10-24 15:00:... 2013-10-24 15:00:... Unknown
—] ﬁ Archived Running 2013-10-24 14:33:... 2013-10-24 14:33.... Unknown
S o) Archived  Saved 2013-10-24 14:33:... 2013-10-24 14:33.... Unknown
I o3 Archived Running 2013-10-23 16:30:... 2013-10-23 16:30:... Unknown
Page 1 of1 Displaying 1 - 1 of 1 Page 1 of1 Displaying 1 - 30 of 30

Compare Second Device

© 2013 Infoblox, Inc. All rights reserved. 2013-10-29 10:38

* Config Archive-The Config Archive is the screen that lists all of the configuration file changes that have
occurred for a selected device. Two configuration files can be compared for any differences. A baseline
configuration can be chosen. You can also use a configuration to rollback a device to a known working state.
One or more configuration files can be exported to your local workstation.

MyNetwork INFOBLOX FindIT Q| User: admin Logout

Infoblox “ 3+ pashboara ———

Network Analysis  Network Insight Security Control

Config Archive JTRUPETTU  Job Management  Policy Design Center

New Search A
e serc | — Define Criteia
Device Groups Config Text | Contains © b nad |

» secuny (o)
® Security Control (15)

© Switching (13) Actions |# |Parameter Operator Match

W 1 ConfigText Contains logging
Results Per Config: | First Occurrence —
Scope: | Current Running hd
Show results when ALL of the conditions are met s
E¥ Edit Result Fields | | save || P Run |
Search... Filters
E  adaren [T s [ conta e
10.60.16.5 sw2  Cument Running 2013-10-2 10:03:13 2013-10-29 10:03:13 Iogging 128.1.1.1
Page 1 of1 Displaying 1 - 1 of 1 Updated at 2013-10-29 10:53:37
https://10.60.16.4/webui/configurati 7T 2013-10-29&Ti =Dailv# 2013-10-2 10:53

* Config Search-The Config Search tab lets you search devices in the network for a particular configuration
string, an IP address or other specific device specification such as a MAC address, device model, or other
parameters, using many different types of search criteria and even regular expressions.
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MyNetwork INFOBLOX FindIT Q| User: admin Logo

MLOBI% 4 Dashboard S e

Network Analysis  Network Insight Security Control

Config Archive  Config Search [INETYVEUEFTUILTE  Policy Design Center

)

Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues

Search... Views v Fiters | ofn ‘g N
- e P e T S|
£+ 2000 Extended DST Compliance ccs High admin admin 2011.01-05 22:14:30
a Ad Hoc Command Batch Cccs High admin admin 2011-01-05 22:14:30
£+ Assign Port to VLAN Perl High admin admin 2012-11-07 13:13:27
£#  Catalyst 3750 Bad Stack Switch ccs High admin admin 2011-01-05 22:14:30
a Catalyst Port ErrDisabled ccs High admin admin 2011-01-05 22:14:30
£+ Example 1- Cisco Set User Password ccs High admin admin 2011-01-05 22:14:30 2013-10-24 16:32:36
ﬁ Example 1 - Cisco Set User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
a Example 2 - Multi-Vendor Set User Password ccs High admin admin 2011-01-05 22:14:31
£#  Example 2 - Multi-Vendor Set User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
a Example 3 - Cisco Set Existing User Password ccs High admin admin 2011-01-05 22:14:31
£#  Example 3 - Cisco Set Existing User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
£#  Example 4 - Cisco Set Duplex ccs High admin admin 2011-01-05 22:14:31
£+ Example 4 - Cisco Set Duplex (Per)) Perl High admin admin 2012-11-06 17:56:07
£#  Example 5 - Cisco Set Duplex Redux ccs High admin admin 2011-01-05 22:14:31
£#  Example 5 - Cisco Set Duplex Redux (Peri) Perl High admin admin 2012-11-06 17:56:07
a Example 6 - Cisco Set Port Fast Cccs High admin admin 2011-01-05 22:14:31
£#  Example 6 - Cisco Set Port Fast (Perl) Perl High admin admin 2012-11-06 17:56:08
£#  Example 7 - Cisco Set Port Fast Redux ccs High admin admin 2011-01-05 22:14:31
Page 1 of4| b Dl | Displaying 1- 18 of 64 Updated at 2013-10-29 10:31:27
© 2013 Infoblox, Inc. Al rights reserved. 2013-10-29 10:5¢

* Job Management-The Job Management tab enables creation, scheduling, approval and execution of Job
Management scripts in the Perl and CCS languages, and the definition of custom issues to extend the library
of issue types that Network Automation uses for reporting and monitoring of adverse events in the network.

MyNetwork INFOBLOX FindIT Q| User: admin Logout
!ﬂLOmt")nl‘% 4" Dashboard  Network Analysis Network Insight Security Control Config Management [T LN B o) (7]

Config Archive Config Search  Job Management Policy Design Center

@

Summary | Rules | Policies | Policy Deployment

| want to...

Create Rules
Rules are the building blocks of policies. Choose from  list of predefined
rules, modify and existing rule or create a brand new rule.

Network Automation Policy Configuration tools let you define rules, and use them to create,
modify, and deploy policies across networks and device groups.

Build Policies

Define a new policy or select an existing policy by selecting the
appropriate

nules.

Deploy Policies

Select from a list of current policies, apply them to the appropriate device

groups, and configure a deployment schedule. ﬂ : D /9

© 2013 Infoblox, Inc. All rights reserved. 2013-10-29 11:00

* Policy Design Center-The Policy Design Center, to create rules and policies, and deploy policies on the
network. Policies are a tool for ensuring all devices in the network meet a minimum standard of readiness
and security.

CIP-005-3a R3.1, R3.2- Network Automation covers this standard with the following features:
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* Switch Port Manager

INFOBLOX FindIT Q| user: admin Logout

A\ B &% 0

Dashboard Reports

Network Analysis Security Control Config Management

Inventory ~ Summaries  Topology Discovery [EEUSIIT FLERTLIY

() thomas’ switch 2013-10-29 / Daily L >
Select Device Groups @ -
_I
Devices Capacity Summary - Access Ports ~ (@ Entire Network (264)
Total Ports Free Ports % Avallable Ports Avallable Ports % PoE Ports © App Servers (7)
5 Devices Present Free for 14+ days Free for 14+ days @ NAME ONLY (77)
[=] Device Vendor / Model 80/ o/ @ Network Management (8)
=] New Devices 0 () © Network wio SNMP (42)
[=] Changed Devices P — @ NIOS (17)
[=] Devices Not Present @ Routing (15)
Search... v Fiters | © Security (5)
e T T S | =
© Switching (13)
© UNKNOWN (92)
Interfaces +

End Hosts gk Page 1 of1 Displaying 1 - 1 of 1 Updated at 2013-10-29 11:04:45

© 2013 Infoblox, Inc. Al rights reserved. 2013-10-29 11:04

The Switch Port Management screen shows the following:
e Capacity Summary-Access Ports
o Total Ports: The number of switched Ethernet ports, in the selected Device Group, that are being
managed by Switch Port Manager (if Entire Network is chosen, this counter represents all managed
switching ports).
o Free Ports: The count of ports most recently polled that show a link state of Down, having lost
connectivity.
o Free Ports %: The percentage of all managed switch ports in the chosen Device Group showing Down
link state.
o Available Ports: The count of ports that remained in a link state of Down for more than the prescribed
time period; when a port is considered Available, it is deemed available for other network resources.
o Available Ports %: The percentage of all managed switch ports appearing as Available.
o PoE Ports: The count of Cisco switched Ethernet ports running the Power over Ethernet switching
protocol for IP telephony applications.
¢ Devices
o Devices present-provides the complete list of switches and switch routers that are being managed by
Network Automation.
o Device Vendor/Model-displays a different subset of Switch Port Manager data, focusing on equipment
vendor, product model, device serial number and other information.
o New devices-lists the subset of switching network devices that have been discovered by Network
Automation during the displayed measurement period.
o Changed devices-lists any network devices that have changed in some fashion within the most recent
polling time period.
o Devices not present-lists the subset of active switch and switch-router devices, excluding end hosts, with
which Switch Port Manager has lost communication over the last measurement time period.
* Interfaces
o Access Ports Present-provides the list of switched access interfaces for the entire network, the
aggregate interface list for any chosen device group and the list of interfaces for any chosen LAN switch
or distribution switch.
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o Link Changes-provides a list of interfaces that have most recently changed state.

o Hub Locator- lists all switched interfaces in the network that operate as Smart Hubs, with more than one
end host connected to the switch port.

* End Hosts

o End Host present-provides a complete list of all end host devices detected and successfully probed by
the Network Automation appliance.

o New End Hosts- filters the list of Devices Present to show the devices and hosts that were found by
Network Automation since the last polling took place.

o End Host not Present-lists the end devices or hosts that are discovered to be disconnected or otherwise
become unreachable on the network when the last polling took place.

o VLAN changes-lists all devices that switched from one VLAN to a different VLAN during the user-
configured time period.

* Issues Notification-A good way to use issues for troubleshooting is to assign them to network support staff
by the category of issues. In a large organization, everybody does not need to see every issue with every
device. Most likely, the network support staff is grouped by function, devices, or region. This allows the
appropriate staff to focus areas within their work responsibilities. Here are the steps:

MyNetwork INFOBLOX FindIT Q| User: admin Logout

|nf0b|0x .:~ Dashboard Security Control Config Management Reports ], E .m. o

Network Insight

Changes  Policy Compliance  Performance

Select Device Groups @ -

Overall Score History %% Entire Network (284)

(- Entire Network 2013-10-16 / Daily

LNWANOAN® VS

@ App Servers (7)

© NAME ONLY (72)

© Network Management (8)
© Network w/o SNMP (39)
© NIOS (17)

© Routing (13)

© Security (5)

© Security Control (13)

© Switching (1)

© UNKNOWN (132)

01:00:

02:00°

03:00°

05:00°

07:00°

10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00

g g 5 g g

Search... Views v Filters | Display ¥ N
e e

@ Eror 20131016 09:28:32 Current Devices

@ Eror  2013-10-16 09:28:21 Current Interfaces 3
@ Eror  2013-10-1609:24:46 Current VLANs 14
@ Eror  2013-10-16 09:24:09 Current Devices 1
@ Eror  2013-10-16 07:31:03 Current Configurations &
@ Eror  2013-10-16 07:31:03 Current Configurations 5
@ Eror  2013-10-16 042018V Current VLANs 19
@ Eror  2013-10-160420:08  VLANM Current VLANs 19

@ Error 2013-10-16 04:19:54 Curent Devices 3

5> ©o ©o © © © © © © o
5> o ©o o ©o © © © © o

5> ©o © ©o © © © © ©

M@ Feror 20131018 N4-1R-54

— + Dis Currant Intarfacas a
Page 1 of5| b D] | Displaying 1- 11 of 55 Updated at 2013-10-16 09:31:07

© 2013 Infoblox, Inc. All rights reserved. 2013-10-16 10:08

1. Log into Network Automation.
2. In the upper right corner of the screen, click on the settings button which is highlighted in the circle.
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>

User Admin
Search...
Setup

+ o+ o+

Actions | Destination Timestamp v Author |Summary Method | Category |Device Groups Interface Groups Type Issue Analysis

£ mikesmith@company.... 2013-10-16 10:31:5¢  admin  Monday, Tuesday, Wednesday, Thursday, Friday at 09:00 AM Email Issue App Servers All Interface Groups Al Notifications _
£#  jimsmith@company.com 2013-10-16 10:31:02  admin  Monday, Tuesday, Wednesday, Thursday, Friday at 09:00 AM Email Issue All Device Groups Al Interface Groups Al =] Hardware Status
ES Subscriptions.
[=] Sent Notifications
[£] Background Tasks
[=] System Settings
|=] System Messages
(=] Device Audit Log

Page 1 of1 Displaying 1 - 2 of 2
General Settings +

Add Notificati Delete Al Settings

© 2013 Infoblox, Inc. All rights reserved.

1. Click on Notifications -> Subscriptions.
2. Click on the Add Notification button to assign network support staff to specific or groups of issues.

Category: | New Issues ¥ Time Window: 247 N Send Clearing Notifications: ]

The summary notifications only show new issues.
Severity: | Info, Warning, & Error v | Issues: All Issues
10Mbps Switch Port Errors High (Interfaces)
2007 Extended DST Compliance (Devices)
3Com Stack Unit Not Active (Devices)
Access Port With PortFast Disabled (Interfaces)
Access Port With SNMP Link Up/Down Trap Enabled (Interfaces)
Bad CatOS - SNMP Crash (Devices)

Device Entire Network Interface Entire Network
Groups:  App Servers (7) Groups: |Admin Down (164)

App Servers w/o SNMP (0) Trunk Ports (30)

IT Services (0) Active Router Interfaces (21)
Method: @ Email © SNMP Trap © Syslog
To Users: NetMRI Admin () To email address(es): | donsmith@company.com

infobl ]

infoblox support () Summarize: @

Monday, Tuesday, Wednesday, Thursday, Friday at 09:00 AM
Edit Schedule |
Advanced Settings ‘ Save ‘ Cancel ]

1. Select the time window. This setting determines when an issue notification is sent. The choices are:
e 24/7
*  Work Hours (M-F 8am-6pm)
e Off Hours (M-F 6pm-8am, Sat, Sun)
*  First Shift (M-F 12am-8am)
* Second Shift (M-F 8am-4pm)
e Third Shift (M-F 4pm-12am)
*  Weekends (Sat/Sun)
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No oA~

Select the Severity. This setting determines the level of severity of the issues sent to the user. The choices
are:

* Info, Warning, & Error

*  Warning and Error

* Error

Select the Issue(s) to be sent to the user. You can select one or more issues to be sent.
Select the device groups and interface groups.

Enter the email address.

Optionally, edit the schedule to control the days that the issue notifications are sent.
Click save to save the subscription.

CIP-005-3a R3.1, R3.2 R4.3, R4.4- Network Automation covers this standard with the following features:

Discovery
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IP Gathers SNMP
discarded data about
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configured
community
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direct to seed

Yes or traceroute
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Extracts
route
table,

New IP
discovery

list
created

CDP/LLDP
tables,
ARP table

The diagram above describes how devices are discovered. Discovery is done on a periodic basis to ensure the
discovery process updates the inventory without being consuming a large amount of bandwidth. You enter the
subnets, SNMP community strings, and CLI credentials to start the process of device discovery. Network
Automation also uses default SNMP community strings and CLI credentials if your SNMP community strings and
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CLI credentials do not work. This will help in discovering devices that you did not know about. Refer to the
Network Automation Administrator Guide for more information on the setup wizard.

e Configuration Search

MyNetwork INFOBLOX FindIT Q| User: admin Logout
ELORI% 02- Dashboard  Network Analysis Network Insight Security Control Config Management Reports X, B fol 9
Config Archive [VUUPEISUTM  Job Management  Policy Design Center
New Search 2
m Select Filters Define Criteria
Device Groups Config Text v | Contains 7 o Add
© secumy (9) i
@ Security Control (15)
© Switching (13)
BT Y
W 1 ConfigText Contains logging
Results Per Config: ' First Occurrence -
Scope: | Current Running A
Show results when ALL of the conditions are met hd
E¥ Edit Result Fielss | [ save || P Run |
Search. Filters | SN
[|* |IP Address MM- Config Type | First Seen Last Collected First Match
]} 10.60.16.5 sw2  Cument Running 2013-10-28 10:03:13 2013-10-28 10:03:13 Iogging 128.1.1.1
Page 1 of1 Displaying 1 - 1 of 1 Updated at 2013-10-29 10:53:37
https://10.60.16.4 /webui/confiqurati 7Ti 2013-10-29&TimePeriod=Dailv#

2013-10-79 10:53

The Config Search tab lets you search device configuration files for a particular configuration string, an IP
address or other specific device specification such as a MAC address, device model or other parameters, using
many different types of search criteria and even regular expressions.
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CIP-005-4a R1, R2- Network Automation covers this standard with the following features:

* Device groups

User Admin +
Global | Groups
Setup -
o Search... Views v [=] Settings Summary
E Actions m Name SNMP| Port Scan | Fingerprint| Config | CCS | Default Credential | Analysis ] SepWeard
ficl 5 Collectors and Groups
g Eo3 Security Control X O X v v =] Discovery Settings
> )
& T+ 0 Routing Y4 < Y4 x ¢ ;4 < =] Credentials
=] Device Support Bundies
mas' switc} y / v / . Y ; =
o thomas’ switch A v v v v v X v [=] MIB Management
g B 8 Switching X 4 X X v ¢ X v =] IF-MAP Connections
% ﬁ 82 NIOS P% v %4 x x & x & % Syslog Forwarding
=3 o b ) . = P P = P =] Port List
5 & w0 CEIEEED X A X X v ¢ X v =] Collector Status
s F o -0 Security X v X b4 v 4 v Z]NIOS IPAM Sync
£+ 80 Video X 4 X X v X L
o I Voice X e X X v X <
£T* Wireless X 4 X X v X L
o T Network Pending X v 4 b 4 X b 4 v b 4 4
£+ o0 Network w/o SNMP X 4 X X X ¢ X 4
£+ 55 Network Management X N b4 b4 X X 4
£+ 5o Network Low-Level X v b 4 b 4 v ¢ X 4
[ o IT Services X e X X X ¢ X L
Issue Analysis +
Page 1 of2| b Pl | Displaying 1 - 15 of 22 Notifications +
Add Group General Settings eE
Database Settings +

® 2013 Infoblox, Inc. All rights reserved.

Device Groups are used to group devices that match a criteria like:
e |P address of the device (e.g., 192.168.1.33)
* name of the device (e.g., rtr1.netcordia.com)
* type of the device (e.g., Router, Switch, etc.)
e assurance level for the device type
e vendor of the device (e.g., Cisco)
¢ model of the device $Version software version of the device
*  SNMP community of the device
*  SNMP system name (CPD only)
*  SNMP system description (CPD only)
* SNMP system location
*  SNMP system name
* SNMP system description
* SNMP system contact
Beyond the default device groups, you can create additional device groups to group devices based upon your
own criteria like location, subnet, department, etc.
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* Topology

INFOBLOX FindIT Q| User: admin Logout

A B % 0

Config Management  Reports

Dashboard Security Control

Network Analysis

Inventory ~ Summaries [ROYSUPVI Discovery  Switch Port Management

2 ) L ———

Switching
Select Device Groups @ -
«
" e Q @ @ Refine View | _ @) Entire Network (264)
Switching - Network Aggregate View ® App Servers (7)

@ NAME ONLY (77)
© Network Management (8)

=] Link Discovery Protocols
=] Serial Links
=] Switch Forwarding

© Network w/o SNMP (42)
© NIOS (17)

© Routing (15)

© Security (5)

® Security Control (15)

® thomas' switch (1)
© UNKNOWN (92)

«demo-tme-switch.demo

=
.
'- junos-rack2

tme-3750-48-p4r1-23.m

L2 n Hop
L3 n Hop

L2/L3 Most Likely Path
L3 Most Likely Path
VLAN

+ + + + + o+

Path Analysis

© 2013 Infoblox, Inc. All rights reserved. 2013-10-29 14:01

* Topology

o Network
= Aggregate View-combines the Link Discovery Protocols, Serial Links and Switch Forwarding views.
= Link Discovery Protocol view-shows L2/L3 devices using Link Layer Discovery Protocol (LLDP) or

Cisco Discovery Protocol (CDP), and their interconnections.

= Serial Links view-shows L2/L3 devices connected by serial links.
= Switch Forwarding view- shows L2/L3 devices using switch forwarding.

o L2 n Hop- shows devices that can be reached from a selected starting device through a chosen number
of Layer 2 (actually a hybrid of L1 and L2) connections.

o L3 n Hop - shows all active devices that can be reached from a selected starting device in the network
through a chosen number of routed Layer 3 connections.

o L2/L3 Most Likely Path - shows the most likely path traffic would take between two devices, including
both Layer 2 and Layer 3 connectivity.

o L3 Most Likely Path - shows the most likely path that routable Layer 3 traffic would take between a
source device and a destination device, ignoring Layer 2 connectivity between Layer 3 devices

o VLAN - shows the spanning tree that a given VLAN uses on the network.

o Path Analysis - allows tracing a Layer 3 path across a network of any scale, subject only to the restriction
that Network Automation must discover and manage both the source and destination devices.
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* Switch Port Manager (SPM)

INFOBLOX FindIT Q| user: admin Logoul

A B %0

Dashboard ~ Network Analysis Security Control Config Management  Reports

Inventory ~ Summaries  Topology  Discovery

Switch Port Management

8
— Select Device Groups 8-

_I i e e o ~ @ Entire Network (264)

Devi
ees Total Ports Free Ports % Avallable Ports Avallable Ports % PoE Ports © App Servers (7)
S Devices Present Free for 14+ days Free for 14+ days @ NAME ONLY (77)
[Z] Device Vendor / Model 52 980/ o oo/ @ Network Management (8)
=] New Devices (] 0 © Network wio SNMP (42)

(-] thomas' switch 2013-10-29 / Daily

[=] Changed Devices Devices P nt @ NIOS (17)
[=] Devices Not Present @ Routing (15)
Search... v fiters | & ® Security (5)

® Switching (13)

10.60.16.5
© UNKNOWN (92)

Interfaces +

End Hosts + Page 1 of1 Displaying 1 - 1 of 1 Updated at 2013-10-29 11:04:45

© 2013 Infoblox, Inc. All rights reserved. 2013-10-29 11:04

The Switch Port Management screen shows the following:
e Capacity Summary-Access Ports
o Total Ports: The number of switched Ethernet ports, in the selected Device Group, that are being
managed by Switch Port Manager (if Entire Network is chosen, this counter represents all managed
switching ports).
o Free Ports: The count of ports most recently polled that show a link state of Down, having lost
connectivity.
o Free Ports %: The percentage of all managed switch ports in the chosen Device Group showing Down
link state.
o Available Ports: The count of ports that remained in a link state of Down for more than the prescribed
time period; when a port is considered Available, it is deemed available for other network resources.
o Available Ports %: The percentage of all managed switch ports appearing as Available.
o PoE Ports: The count of Cisco switched Ethernet ports running the Power over Ethernet switching
protocol for IP telephony applications.
¢ Devices
o Devices present-provides the complete list of switches and switch routers that are being managed by
Network Automation.
o Device Vendor/Model-displays a different subset of Switch Port Manager data, focusing on equipment
vendor, product model, device serial number and other information.
o New devices-lists the subset of switching network devices that have been discovered by Network
Automation during the displayed measurement period.
o Changed devices-lists any network devices that have changed in some fashion within the most recent
polling time period.
o Devices not present-lists the subset of active switch and switch-router devices, excluding end hosts, with
which Switch Port Manager has lost communication over the last measurement time period.
* Interfaces
o Access Ports Present-provides the list of switched access interfaces for the entire network, the
aggregate interface list for any chosen device group and the list of interfaces for any chosen LAN switch
or distribution switch.
o Link Changes-provides a list of interfaces that have most recently changed state.
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o Hub Locator- lists all switched interfaces in the network that operate as Smart Hubs, with more than one
end host connected to the switch port.

* End Hosts
o End Host present-provides a complete list of all end host devices detected and successfully probed by
the Network Automation appliance.
o New End Hosts- filters the list of Devices Present to show the devices and hosts that were found by
Network Automation since the last polling took place.
o End Host not Present-lists the end devices or hosts that are discovered to be disconnected or otherwise
become unreachable on the network when the last polling took place.

o VLAN changes-lists all devices that switched from one VLAN to a different VLAN during the user-
configured time period.

* Reports
MyNetwork INFOBLOX FindIT Q| user: admin Logout
|nf0b]0x 4" Dashboard  Network Analysis Network Insight Security Control Config Management [0 ¥ B fo3 (7] [

LTTRLIO  Scheduled Reports

B |

Add Custom Report | | Import Custom Report

Example: 100/Half
Interfaces

Shows all the 100Mbps
running in half duplex

S Change & Config

Config Change Audit
Summary

Configuration

thomas first report
~~ Management Summary h thomas" first custom report

© 2013 Infoblox, Inc. Al rights reserved. 2013-10-28 15:50 W

The report tab has 35 default reports to choose. In addition, you can create your own reports using one of 84
data types.

CIP-006-3c- Network Automation covers this standard with the following features:

* IF-MAP integration- IF-MAP (Interface to Metadata Access Points) is a client-server based protocol that
allows network resources to share real-time network information.
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IF-MAP Connections
Connection Name:
Add Edit Delete = Server URL:
Status:
Comments:

Authentication Type:
Disabled

Search...

Actions | Subscription Name

Views v |

Disabled | Comments

Add Subscription N

_®2013 Infoblox, Inc. Al rights reserved.

User Admin +
Setup -

=] Settings Summary
(=] Setup Wizard
Collectors and Groups

[=] Device Support Bundies
[=] MIB Management

ES IF-MAP Connections
[=] Syslog Forwarding

[ZINIOS IPAM Sync

Issue Analysis
Notifications
General Settings

o B B

Database Settings

1. Click on the Settings wheel from the main screen and then click on IF-MAP Connections.
2. Click on the Add button to add an IF-MAP connection.

Add New IF-MAP Server Connection

Connection Name: if-map-connection

Server URL: https://128.1.1.1:1798/ifmap

Remote Server -~ No Remote Server CA Certif

CA Certificate:
Authentication Type: © Basic

© Certificate

Comments:

Disabled:

. © 2013 Infoblox, Inc. All rights reserved.

Enter a Connection Name.
Enter a Server URL.

Select the Authentication Type
Click on the Save button.

PN

[=] Settings Summary

=] Setup Wizard

[=] Collectors and Groups
[=] Discovery Settings

[=] Credentials

=] Device Support Bundles
=] MIB Management

E= IF-MAP Connections
[=] Syslog Forwarding

[=] Port List

[=] Collector Status

=] NIOS IPAM Sync

Issue Analysis
Notifications
General Settings

+ 4+

Database Settings
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CIP-007-3 R2, R5- Network Automation covers this standard with the following features:

* Switch Port Manager

MyNetwork INFOBLOX FindIT Q| User: admin Logou
INfODIOX "2+ Dashboara  Network Analysis [T Security Control Config Management  Reports A B e
b oofin]

inventory ~ Summaries  Topology  Discovery [IETUIN I RERILNEY

[+ thomas" switch 2013-10-29 / Daily
Select Device Groups @ -

— i
Capacity Summary - Access Ports ~ (@ Entire Network (264)

Devices Total Ports Freo Ports % Available Ports Avallable Ports % PoE Ports  App Servers (7)

Free for 14+ days Free for 14+ days © NAME ONLY (77)
=] Device Vendor / Model 52 980/ o o‘y ® Network Management (8)
=] New Devices 0 () © Network w/o SNMP (42)

|=] Changed Devices Devices Present @ NIOS (17)

=] Devices Not Present ~ © Routing (15)
Search... v Fiters | A ® Security (5)

@ Switching (13)
® UNKNOWN (92)

Interfaces g

End Hosts + Page 1 of1 Displaying 1 -1 of 1 Updated at 2013-10-29 11:04:45
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The Switch Port Management screen shows the following:
e Capacity Summary-Access Ports
o Total Ports: The number of switched Ethernet ports, in the selected Device Group, that are being
managed by Switch Port Manager (if Entire Network is chosen, this counter represents all managed
switching ports).
o Free Ports: The count of ports most recently polled that show a link state of Down, having lost
connectivity.
o Free Ports %: The percentage of all managed switch ports in the chosen Device Group showing Down
link state.
o Available Ports: The count of ports that remained in a link state of Down for more than the prescribed
time period; when a port is considered Available, it is deemed available for other network resources.
o Available Ports %: The percentage of all managed switch ports appearing as Available.
o PoE Ports: The count of Cisco switched Ethernet ports running the Power over Ethernet switching
protocol for IP telephony applications.
¢ Devices
o Devices present-provides the complete list of switches and switch routers that are being managed by
Network Automation.
o Device Vendor/Model-displays a different subset of Switch Port Manager data, focusing on equipment
vendor, product model, device serial number and other information.
o New devices-lists the subset of switching network devices that have been discovered by Network
Automation during the displayed measurement period.
o Changed devices-lists any network devices that have changed in some fashion within the most recent
polling time period.
o Devices not present-lists the subset of active switch and switch-router devices, excluding end hosts, with
which Switch Port Manager has lost communication over the last measurement time period.
* Interfaces
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o Access Ports Present-provides the list of switched access interfaces for the entire network, the
aggregate interface list for any chosen device group and the list of interfaces for any chosen LAN switch
or distribution switch.

o Link Changes-provides a list of interfaces that have most recently changed state.

o Hub Locator- lists all switched interfaces in the network that operate as Smart Hubs, with more than one
end host connected to the switch port.

* End Hosts

o End Host present-provides a complete list of all end host devices detected and successfully probed by
the Network Automation appliance.

o New End Hosts- filters the list of Devices Present to show the devices and hosts that were found by
Network Automation since the last polling took place.

o End Host not Present-lists the end devices or hosts that are discovered to be disconnected or otherwise
become unreachable on the network when the last polling took place.

o VLAN changes-lists all devices that switched from one VLAN to a different VLAN during the user-
configured time period.

CIP-008-3- Network Automation covers this standard with the following features:

* Reports
MyNetwork INFOBLOX FindIT Q| User: admin Logou
Infoblox 4" Dashboard  Network Analysis Network Insight Security Control Config Management G20 LN B o3 (7}

Report Gallery Report Manager

@

Add Custom Report | | Import Custom Report
D Asset

tastinariery

Example: 100/Half
Interfaces

Il the 100Mbps
nning in half duplex

= Change & Config

Change Audit Summary

Th

© 2013 Infoblox, Inc. All rights reserved. 2013-10-28 15:50

The report tab has 35 default reports to choose. In addition, you can create your own reports using one of 84
data types.

CIP-009-3- Network Automation covers this standard with the following features:

* Configuration management
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MyNetwork INFOBLOX FindIT Q| User: admin Logout

Infoblox 4**  Dashboard Security Control Config Management  [TS11Y QB % 0

Network Analysis  Network Insight

(VY NIVN  Config Search  Job Management  Policy Design Center

@
10.60.16.5 sw2 | Cisco  Last Checked: 2013-10-20 10:20:22 | Get Config
Device Group: thomas' switch (1) M Running Config Saved? Yes Files Archived: 30 Dates Back To: 2013-10-22 15:38:22
Search... fo Bl B | Actions | BL|Status | Config Type | First Seen Last Collected v (I=1-3%
o) Curent  Running 2013-10-29 10:03:... 2013-10-29 10:03:.... infoblox on vty0
o) Curent  Saved 2013-10-29 10:03:... 2013-10-29 10:03:.... infoblox on vty0

ﬁ Archived Running 2013-10-28 14:00: 2013-10-28 14:00:... Unknown

O 2 Archived  Saved 2013-10-28 14:00:... 2013-10-28 14:00:... Unknown

I o) Archived Running 2013-10-28 10:41:... 2013-10-28 10:41:... Unknown

] ﬁ Archived Running 2013-10-26 14:00:... 2013-10-26 14:00:... Unknown

L} Q Archived Running 2013-10-25 17:31: 2013-10-25 17:31:...  Unknown

I o) Archived Saved 2013-10-2517:31:... 2013-10-25 17:31=... Unknown

] # Archived Running 2013-10-25 17:00: 2013-10-25 17:00:... Unknown

O % Archived  Saved 2013-10-25 17:00.... 2013-10-25 17:00.... Unknown

O Archived Running 2013-10-24 16:01:... 2013-10-25 16:31=... Unknown

] # Archived Saved 2013-10-24 16:01 2013-10-25 16:31:... Unknown

O Archived Running 2013-10-24 15:00:... 2013-10-24 15:00:... Unknown

O Archived Saved 2013-10-24 15:00:... 2013-10-24 15:00:... Unknown

il # Archived Running 2013-10-24 14:33: 2013-10-24 14:33:... Unknown

o) Archived  Saved 2013-10-24 14:33:... 2013-10-24 14:33:... Unknown

[ o Archived  Running 2013-10-23 16:30:... 2013-10-23 16:30:... Unknown

Page 1 of1 Displaying 1 - 1 of 1 Page 1 of 1 Displaying 1 - 30 of 30
Compare Second Device
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The Config Management Tab contains the following sub tabs:

* Config Archive-The Config Archive is the screen that lists all of the configuration file changes that have
occurred for a selected device. Two configuration files can be compared for any differences. A baseline
configuration can be chosen. You can also use a configuration to rollback a device to a known working state.
One or more configuration files can be exported to your local workstation.

MyNetwork INFOBLOX FindIT Q| user: admin Logout
|nf0mt?!n% .:- Dashboard  Network Analysis Network Insight Security Control Config Management TR LN B o) (7]

Config Archive (S PEI*Y 0l Job Management  Policy Design Center

New Search 2
BRI e pirers Define Critria
Device Groups Config Text | Contains o & nad |

© sutuny (o)
© Security Control (15)
© Switching (13)

Actions |# |Parameter Operator Match
W 1 ConfigText Contains logging
Results Per Config: | First Occurrence —
Scope: | Current Running N
Show results when ALL of the conditions are met N
E¥ Edit Result Fields | | save || P Run |
Search... Fiters | S
M| * [P Address m:m- Config Type | First Seen Last Collected First Match
0 10.60.16.5 sw2  Cument Running 2013-10-28 10:03:13 2013-10-29 10:03:13 Iogging 128.1.1.1
Page 1 of1 Displaying 1 - 1 of 1 Updated at 2013-10-29 10:53:37
https://10.60.16.4/webui/confi 7T] 2013-10-29&TimePeriod=Dailv# 2013-10-29 10:52

* Config Search-The Config Search tab lets you search devices in the network for a particular configuration
string, an IP address or other specific device specification such as a MAC address, device model or other
parameters, using many different types of search criteria and even regular expressions.
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MyNetwork INFOBLOX FindIT Q| User: admin Logou
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Config Archive  Config Search [IRET LU TRl Policy Design Center

@

Scripts | Library | Config Templates | Lists | Scheduled Jobs | Triggered Jobs | Job History | Custom Issues
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q Ad Hoc Command Batch ccs High admin admin 2011-01-05 22:14:30
L+ Assign Port to VLAN Perl High admin admin 2012-11-07 13:13:27
% Catalyst 3750 Bad Stack Switch ccs High admin admin 2011-01-05 22:14:30
a Catalyst Port ErrDisabled ccs High admin admin 2011-01-05 22:14:30
£+ Example 1- Cisco Set User Password ccs High admin admin 2011-01-05 22:14:30 20131024 15:32:36
£+ Example 1 - Cisco Set User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
# Example 2 - Multi-Vendor Set User Password ccs High admin admin 2011-01-05 22:14:31
£+ Example 2 - Mult-Vendor Set User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
q Example 3 - Cisco Set Existing User Password ccs High admin admin 2011-01-05 22:14:31
£+ Example 3 - Cisco Set Existing User Password (Perl) Perl High admin admin 2012-11-06 17:56:06
£+ Example 4 - Cisco Set Duplex ccs High admin admin 2011-01-05 22:14:31
£+ Example 4 - Cisco Set Duplex (Per)) Perl High admin admin 2012-11-06 17:56:07
£+ Example 5 - Cisco Set Duplex Redux ccs High admin admin 2011-01-05 22:14:31
£+ Example 5 - Cisco Set Duplex Redux (Perl) Perl High admin admin 2012-11-06 17:56:07
q Example 6 - Cisco Set Port Fast ccs High admin admin 2011-01-05 22:14:31
£+ Example 6 - Cisco Set Port Fast (Perl) Perl High admin admin 2012-11-06 17:56:08
£+ Example 7 - Cisco Set Port Fast Redux ccs High admin admin 2011-01-05 22:14:31
Page 1.of4| b D] | Displaying 1- 18 of 64 Updated at 2013-10-29 10:31:27
© 2013 Infoblox, Inc. Al rights reserved. 2013-10-29 10:58

* Job Management-The Job Management tab enables creation, scheduling, approval and execution of Job
Management scripts in the Perl and CCS languages, and the definition of custom issues to extend the library
of issue types that Network Automation uses for reporting and monitoring of adverse events in the network.

MyNetwork INFOBLOX FindIT Q| User: admin Logout
lﬂ!?i?l?.?.‘ 4+ Dashboard  Network Analysis Network Insight Security Control Config Management [T TS LN B o) (7]

Config Archive  Config Search  Job Management LIS TSI SN

@

Summary | Rules | Policies | Policy Deployment

| want to...

Create Rules
Rules are the buiding biocks of poiicies. Choose from  lst of pradefined
fules, modify and existing rule or create a brand new rule

Network Automation Policy Configuration tools let you define rules, and use them to create,
modify, and deploy policies across networks and device groups.

Build Policies

Define a new policy or select an existing policy by selecting the

appropriate

rules. B

Deploy Policies

Select from a list of current policies, apply them to the appropriate device

groups, and configure a deployment schedule. i’ 0 >9

© 2013 Infoblox, Inc. Al rights reserved. 2013-10-29 11:00

* Policy Design Center-The Policy Design Center, to create rules and policies, and deploy policies on the
network. Policies are a tool for ensuring all devices in the network meet a minimum standard of readiness
and security.
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* Compliance. Rules and policies can be created to ensure the configuration files adhere to NERC standards.
The following is an example of create a rule to ensure the SYSLOG server setting stays within compliance.

L INFOBLOX FindIT Q| User: admin Logout
Infoblox 4" Dashboard  Network Analysis Network Insight Security Control Config Management  [JERNNH Q B o) (7}

Config Archive ~ Config Search  Job Management [ TSI 2oee

@

Summary | Rules | Policies | Policy Deployment

Add Delete Copy Import Export Editor: v
—~ e Name: Simple Rule:

5 Cisco IPSec IKE Vulnerability (PIX) Cisco IPSec IKE Vulnerability (PIX)
[Z] Cisco IPSec IKE Vulnerability (Router and Switches
=] Cisco IPSec IKE Vulnerability (VPN)
=] DISA v7, r1.9 AAA Method list is not applied or imp | Author: Infoblox, Inc.
=] DISA 7, r1.9 An Infinite Lifetime key has not been
=] DISA v7, r1.9 An insecure version of SNMP is being

Short Name: CSA-IKE-002

Severity is error

=] DISA v7, r1.9 Authentication traffic does not use loc

Description:
=] DISA v7, r1.9 BSD commands are not disabled The Cisco IPSec Internet Key
=] DISAV7,r1.9 C to-loading must be d feature in specific

=] DISA v7, r1.9 Console port is not configured to time
=] DISA v7, r1.9 Device must log severity levels 0 thro
=] DISA v7, r1.9 Devices are not password protected!  Remediation:

=] DISA v7, r1.9 DHCP service is not disabled on prer  Update the operating software on all
Z]DISA V7, 1.9 DNS servers must be defined for ciier  2flected devices.

Z]DISA V7, 1.8 Emergency account privilege level i | \iay Rule Properties

=] DISA v7, r1.9 Emergency accounts limted toone  Read Only

=] DISA v7, r1.9 Ensure that the auxiliary port is disab
=] DISA v7, r1.9 Exterior routing protocols must authe
=] DISA v7, 1.9 Filter ICMP on external interface

[Z] DISA V7, r1.9 FTP server is not disabled

Z]DISA V7, 1.9 FTP/TFTP traffic does not use loopbe
[Z] DISA v7, r1.9 Gratuitous ARP must be disabled. 12
[Z] DISA v7, r1.9 Gratuitous ARP must be disabled. 12
[Z] DISA V7, r1.9 HTTP server is not disabled

versions of Cisco 10S, PIX and VPN
3000...

Device Filter for Rule:
Rule: 1 and 2 and (3 or 4 or 5)
1 ‘Cisco' )

Test Rule

© 2013 Infoblox, Inc. All rights reserved. 2013-10-22 16:57

* Find: (Q username Next | Previous Highlight all [_] Match case

1. Go to Config Management -> Policy Design Center -> Rules.
2. Click on the Add button to add a rule.

Add Rule
Short Name: log-svr

Name: log-svr
Author: thomas lee

Severity: Error hd
Description:

Remediation:

Save || Cancel |

3. Enter a Short Name. The name is limited to 12 characters.
4. Enter author name.
5. Enter the severity. The choices are: Error, Info, or Warning
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A configuration Policy consists of one or more rules. Rules use different forms of regular expression pattern
matching against configuration files—and tests of other data Network Automation has collected—to verify
that the configuration of the device meets the rule(s). Each rule has a severity level, and may optionally
define a device filter to limit the types of devices to which it applies. Rules may be freely re-used between
policies.

Enter a description of the rule.

Enter a remediation description. This description describes what needs to be done when this rule reports an
error.

8. Click Save to save the rule.

No

MyNetwork INFOBLOX FindIT Q| User: admin Logout

moﬂblgz( 4*"  Dashboard  Network Analysis Network Insight Security Control Config Management  ELTTTUHS 3, B o o

Policy Design Center

Summary | Rules | Policies | Policy Deployment

Add Delete Copy Import Export Editor: v

Rule Name: e
[=]10S TCP SYN Wait log-svr

=108 Telnet Source Config File Must Contain: | This BLOCK only once >
Short Name: log-svr o 0

[=]10S TFTP Source logging 128\.1\.1\.1§

=108 Timestamps Debug Author: thomas lee

£]10S Timestamps Logging

[£]10S Two Factor Authentication

[=]10S UDP Small-Servers (11.2-) Description:

[£]10s UDP Small-Servers (11.3+) compliance on the syslog server

[£]10S Unicast helper address setting for cisco switch

[£]10S User Encrypted Passwords

[£]10S User Passwords

Severity is error

Remediation:

Alert to network administrator to fix
[£]108 User Secrets the syslog misconfiguration
[£]10S UTC Timezone
[£]10S VTY AAA Login
[£]10S VTY Access Class Inbound Device Filter for Rule:
(1108 VTY Exec 15 Minute Timeout Add a filter
(1108 VTY Exec Timeout
=]10S VTY Login Used in these policies:
£]10S VTY Password
(1108 VTY Transport Input Limit
(1108 VTY Transport Input SSH
£]10S VTY Transport Output None

[ = ogavr

=] logging server

Edit Rule Properties

Config File May Not Contain:  Any of These Lines v
“logging (?!(128\.1\.1\.1§))

Save Cancel

© 2013 Infoblox, Inc. All rights reserved. 2013-10-23 13:54

9. With the newly created rule highlighted on the left, select an editor on the upper right side. The choices are:
simple editor, CPD, Rule Logic Builder, Raw XML. Refer to the Network Automation Administrator Guide for
more information. For this example, simple editor is selected.

10. Enter the configuration line or block in the ‘Config file must contain’ section. In this case, it is *logging
128\.1\.1\.1$ . In the configuration file of the device, the command is ‘logging 128.1.1.1". Network
Automation uses Ruby-style regular expressions. The reason for using the ‘V’, ‘$’, and the ‘\’ characters is to
ensure rules engine searches for this exact statement. The ‘*’ character denotes the beginning of a line.
The ‘$’ denotes the end of a line. The ‘\’ character denotes treating the subsequent character as a literal
character instead of a regular expression.

In the ‘Config file may not contain’ section, input logging (?!(128\.1\.1\.1$)) . The “?"" means do not match
128.1.1.1. However, this section states must not contain the following statement. The overall effect is that if
the logging statement IP address differs from 128.1.1.1, an error will be flagged. Refer to the following link
on Ruby regex characters: http://www.ruby-doc.org/core-2.0.0/Regexp.html to get more information on
regex characters.

11. Click Save.
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MyNetwork INFOBLOX Q| user: admin Logou

Infoblox 4" Dashboard  Network Analysis Network Insight Security Control

Config Archive  Config Search  Job Management [ TSI oeY

Summary | Rules | Policies | Policy Deployment 1

Add Delete Copy Import Export Editor: v
Rule Name: Simple Rule:
=]10S TCP SYN Wait log-svr

=] 10S Telnet Source
=] 10S TFTP Source
=] 10S Timestamps Debug Author: thomas lee
=] 10S Timestamps Logging

=] 10S Two Factor Authentication
=] 10S UDP Small-Servers (11.2-)

Short Name: log-svr

Severity is error

Description:
[£]10s UDP Small-Servers (11.3+) compliance on the syslog server
=] 108 Unicast helper address setting for cisco switch
=108 User Encrypted Passwords
= e Remediation:
E]10S User Passwords Alert to network administrator to fix
=] 108 User Secrets the syslog misconfiguration
=]10S UTC Timezone
=105 VTY AMA Login Edit Rule Properties
=]10S VTY Access Class Inbound Device Filter for Rule:
=]10S VTY Exec 15 Minute Timeout Add a filter
=]10S VTY Exec Timeout
=]10S VTY Login Used in these policies:

=710S VTY Password
7108 VTY Transport Input Limit
[£]10S VTY Transport Input SSH
10S VTY Transport Output None

=] logging server Test Rule Edit |

=
© 2013 Infoblox, Inc. Al rights reserved. 2013-10-23 13:58

1. Click on the Test Rule button to test the rule.

Test Against Existing Device Test Against Attributes/Config File

Device Groups: thomas' switch (1) -4
Search... e
I Device Name Device Type Device Vendor Device Model Device o
10.60.16.5 sw2 Switch-Router (... Cisco catalyst3560v24... 12.2(50)SE5
Page 1 of1 Displaying 1 - 1 of 1
Test Cancel ‘

2. Click ‘Test Against Existing Device’ tab.
3. Select and highlight the device from the device groups.
4. Click on the Test button.
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InfObIOX 2 Configuration Rule Test Results
couTRCL YouR ReTweRx ¥ 2013-11-06 15:41:23

Rule log-svr

compliance on the syslog server setting for cisco switch

Pass

Device sw2

IP: 10.60.16.5

Model: catalyst3560v248ps
Version: 12.2(50)SE5

Last Check: 2013-11-06 15:39:41

R Aiati

Alert to network administrator to fix the syslog misconfiguration

Logic:

(

Config file contains one block:
*logging 128\.1\.1\.1%
Config file does not contain any:

“logging (?!1(128\.1\.1\.1%))
)

5. It should come back as Pass if the configuration setting is correct.

Add Policy
Policy Name: swlog-svr

Short Name: swlog-svr

Author: thomas lee

Description:

ensure compliance for logging 128.1.1.1 syslog command on switch

Save || Cancel |

Now that you have created your rule and tested it successfully, you can automate the process of checking
compliance when a configuration change is detected. Click on the Polices Tab from the previous screen.

1. Click on the Polices Tab from the previous screen.
2. Click on the Add button to a policy.

Add Policy
Policy Name: swlog-svr

Short Name: swlog-svr

Author: thomas lee

Description:

ensure compliance for logging 128.1.1.1 syslog command on switch

Save || Cancel |

3. Enter Policy Name, Short Name, Author, and Description.
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4. Click on the Save button.

Select Rules

Please select the rules you would like to add
108 User Encrypted Passwords

[C] 108 User Passwords

[7] 108 User Secrets

[] 108 UTC Timezone
10S VTY AAA Login

[C] 108 VTY Access Class Inbound
[C] 108 VTY Exec 15 Minute Timeout
10S VTY Exec Timeout

10S VTY Login
[C] 108 vTY Password
[T] 108 VTY Transport Input Limit
108 VTY Transport Input SSH
[T]| 108 VTY Transport Output None
‘ log-svr
[7] togging server

Highlight the policy was you just created and saved.

Click on the Edit button to add the rule that was created previously. In this example, it's the swlog-svr policy.
Click on the rule or rules to be placed into this policy. In this case, we click on the rule called log-svr.

Click the Save button.

!D"LOQLON)S ;:- Dashboard ~ Network Analysis Network Insight Security Control Config Management LN ‘ B ‘ & @

O N® O

Config Archive ~ Config Search  Job Management [l 2N PR Yt

Summary | Rules | Polides | Policy Deployment

Policy: swlog-svr
[Z]1AVA 2009-A-0022 Description: ensure compliance for logging 128.1.1.1 syslog command on switch
WA 2009-A-0026 Device Filter:
dvisories
[Z]DISA V7, r1.9 JUNOS
[Z]DISA V7, r1.9 Cisco Infr
[Z]DISA V7, r1.9 Cisco Infr
ISA v7, 1.9 Cisco L2

ISA V7, r1.9 Cisco Pel ] (o m Rank ria
ISA v7, 1.9 Cisco Pei | B

ISA 1.1¢ 108 [/ security Control 15 o2 SAssurance > 75 and SAccess = "on".
CI DSS 2.0 10S
C1DSS 12108 [7] switching 13 85 SAssurance > 75 and $Type in ["Switch","Switch-Rou..
E]sAns 108 [] Network Management 8 55 SAssurance >= 20 and $Type in ['NetMRI","NMS","Net...
(EJDISA V8, 111 STIG Firer [ pop sorvers 7 35 SAssurance >= 20 and SCommunity ne ™ and STyp...
[E]DISA V8, 111 STIG Infra
Z10ISA 8, 11 STIG Infral L Securty 5 80 SAssurance > 75 and SType in [Firewall",'VPN","Se...
ISA V8, 111 STIG Infra. [¥] thomas switch 1 88 SIPAddress = 10.60.16.5...
ISA V8, r11 STIG Netv! [F]| opiimizers 0 80 SAssurance > 75 and SCommunity ne ™ and $Type in ...
ISA V8, r11 STIG Peri
I DISA VB, r11 STIG Peri, L), Video [} 80 SAssurance > 75 and $Type in [CMTS""Video QAM" "...
[ voice 0 75 (SAssurance > 75 and $Type in [ "VoIP Gateway”, °C...
[ sAfiontan. n 70 CAnniennnn ~ TE and ETinn in MAlisalana ADM
| DisableAll || EnableAll || save || Cancel
By Policy | By Device Groups
L Ve oloy | Siyace Sunay
® 2013 Infoblox, Inc. Al rights reserved. 2013-10-23 14:48
X Find: (Q1 ") ( Next | Previous ) (O Highlightall ) [ ] Match case

The last step is to deploy the policy. This means you are assigning the policy to the device or device group.
1. Click on the Policy Deployment Tab. Select the device group that you want the policy to enforce.
2. Click on the Save button.
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3. Now the policy will examine the latest configuration file for this device or device group to ensure the logging
statement is correct.

MyNetwork INFOBLOX FindIT Q| User: admin Logout

m_fgm IOX "%+ Dashboar

Security Control Config Management  Reports \ B & 0

Network Insight

Changes  Policy Compliance  Performance

(-} thomas' switch 2013-10-23 / Daily "
Select Device Groups @ -

Overall Score History

10 ~ (O Entire Network (256)
9 ® App Servers (7)
? © NAME ONLY (74)
6 @ Network Management (8)
5 @ Network w/o SNMP (42)
; ® NIOS (17)
2 ® Routing (15)
1 ® Security (5)
‘Mﬁ m — S 8 8 & S 8 & ¢ & & & 8 8 8 8 L & & & &L & & & & O EniyEe){ls)
L L — 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 o Switching (13)
Interfaces Subnets Wireless 8 8 8 8 &§ 8 8 5 8 8 8 & & o & 4 8 5 & & 8 & AR A
Search. Views v Filters | Display v N o RALLENOWN (8D

Error 2013-10-23 15:01:03  Policy Violation: Current Configurations

Error 2013-10-23 13:51:03  Policy Violation: PCI DSS 1.2 I0S Current Configurations 1 ] ] []

Error 2013-10-23 13:51:03  Policy Vi CI DSS 2.0 I0S Current Configurations 1 ] ] ]

A\ Waming 20131023 00:17:57 Current Devices 1 1 0 0

A\, Waming 2013-10-23 00:17:17 Current Routing 2 2 ] ]

o Info 2013-10-23 14:46:27 Current Devices 1 o ) o

® o 20131023 13:45:28 Current Configurations 1 ) ) )

0 Info 2013-10-23 12:47:55 e Misma... Cument Devices 1 0 0 0

@ info  2013-102312:18:19  Downstream Hub or Switch Current Interfaces 1 1 ) 0

Page  1/of1 Displaying 1 - 10 of 10 Updated at 2013-10-23 15:05:28

© 2013 Infoblox, Inc. Al rights reserved. 2013-10-23 15:04
% Find: (@1 ) ( Next | Previous  Highlight all ) [ ] Match case

To test the policy, connect to the device and modify the configuration by adding another logging statement or
modify the existing logging statement. Within 15 minutes, you should see an entry appear on the Network
Analysis -> Issues screen like the first entry in the list above.

-, Configuration Policy Analysis
InrOblox - 2013-10-23 15:01:03

ensure compliance for logging 128.1.1.1 sysiog command on switch

Error
Last Check: 2013-10-23 14:58:57

Policy Summary:

Pass (0.00%)
ail (100.00%)
Error 100.00%)
Warning (0.00%)
Tnfo 0 (0.00%)
Skip 0(0.00%)
Unknown 0(0.00%
Checked 1 (100.00%)
Rules Summary:
[[log-svriiog-svr [ Error |
1P: 10.60.16.5

Model: catalyst3560v248ps
Version: 12.2(50)SES
Last Check: 2013-10-23 15:01:30

compliance on the syslog server setting for cisco switch

Error

Message:

Line 150 matches expression '“logging (?!(128\.1\.1\.1$))".

Alert to network administrator to fix the syslog misconfiguration

Logic:

i
Config file contains
128\

oes no ny:
(21(128\.1\.1\.18))

You can then drill down and see the details of the error.
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