DEPLOYMENT GUIDE

Integration with McAfee DXL

Visibility into Network Changes and Faster Threat Containment Using Outbound APIs
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Security ecosystem tools lack easy access to network data and don’t have visibility into threats detected by DNS
security solutions. Being able to detect and respond in real time to network events and threats seen by the DNS
protection platform greatly accelerates incident response. However, the lack of easy access to network data
inhibits taking the right action based on context. Infoblox integration with McAfee DXL enables ecosystem
solutions to take action on network and security events detected by Infoblox and contain threats faster.

Infoblox publishes security and networking event topics, along with context over DXL using outbound RESTful
application programming interfaces (APIs). This enables DXL topic subscribers to integrate DDI network changes
and identified DNS threats within their solutions and trigger response to these events as needed.

SIA DXL Task Manager which runs on top of McAfee ePO can subscribe to the Infoblox notifications and convert
them into ePO threat events, apply policies and enable remediation actions.

Infoblox’s Outbound API integration framework is a new automated way to update both IPAM data (networks,
hosts, leases) and DNS threat data into additional ecosystem solutions.

Infoblox DDI provides device discovery and single source of truth for devices and networks. It knows when there
are changes in the network, such as new devices joining the network, virtual workloads being spun up, or
malicious activities detected by the DNS security solution.

The following are prerequisites for the integration using Outbound API notifications:

¢ Infoblox:
o NIOS 8.2 or higher.
o Security Ecosystem License.
o Outbound API integration templates (available via Infoblox community).
o Prerequisites for the templates (e.g. configured and set extensible attributes).
o Pre-configured services: DNS, RPZ, Threat Insight.
o McAfee ePO:
o McAfee ePO 5.1.1 or later.
o McAfee DXL 3.0 broker(s).
o (Optional) SIA DXL Task Manager Tool.

The current template supports DNS Firewall(RPZ) notifications only. IPAM change events and Threat Insight
(DNS Tunneling) events will be supported by additional templates which will be posted on the community site later.

Outbound API templates can be found on the Infoblox community site on the partners integration page. After
registering an account, you can subscribe to the relevant groups and forums.

For production systems, it is highly recommended to set the log level for an end-point to “Info” or higher
(“Warning”, “Error”).

Please refer to the Infoblox NIOS Administrator’s Guide about other best practices, limitations and any detailed
information on how to develop notification templates. The NIOS Administrator's Guide can be found through the
Help panel in your Infoblox GUI, or on the Infoblox Support portal.
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Workflow
Use the following workflow to enable, configure and test outbound API notifications:

1.  On the Infoblox Grid:
a. Install the Security Ecosystem license, if not previously installed.
b. Check that the necessary services and features are properly configured and enabled. These
include DNS, RPZ and Threat Insight.
c. Create the required Extensible Attributes.
d. Download (or create your own) notification templates (session_dx|_tmpl.json,
mcafee_dxl_rpz.json) from the Infoblox community web-site.
e. Add the templates.
Add a DXL Endpoint:
i. Generate NIOS client certificate.
ii. Import DXL broker certificates.
iii. Import list of DXL brokers (or add them manually).
g. Add Notifications.
2. McAfee:
a. Import NIOS certificate.
b. Export DXL broker certificates.
c. Export DXL broker list.
d. (Optional) Subscribe SIA DXL Task Manager Tool on topics published by NIOS and configure
automated actions.
3. Emulate an event, check DXL debug log and/or verify changes on the grid.

—h

Before you get started

Download Templates from the Infoblox Community Web-site

Outbound API templates are an essential part of the configuration. Templates fully control the integration and
steps required to execute the outbound notifications. Detailed information on how to develop templates can be
found in the NIOS Administrator’s guide.

Infoblox does not distribute any templates out-of-the-box with the NIOS releases. Templates are available on the
Infoblox community web-site. Templates for the McAfee integration will be located in the “Partner Integrations”.
You can find other templates posted in the “API & Integration” forum.

Templates may require additional extensible attributes, parameters or WAPI credentials to be created or defined.
The required configuration should be provided with a template. Don’t forget to apply any changes required by the
template before testing a notification.

Create Extensible Attributes

McAfee templates use extensible attributes to adjust the templates’ behavior. The supported extensible attribute
is described in the table below and can be entered through the grid GUI at “Administration” — “Extensible
Attributes”.

Extensible Attributes Description

ePO_GUID The ePO GUID of the object if it is known. The template generates a
random GUID if the EA is not defined or contains an empty value.

DXL_LastEventSentAt Internal attribute.
Provides the last time that an object’s information was sent to McAfee DXL.
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DXL_Sync “True or False”
Defines if an object should be sent to McAfee DXL.

Editing Instance Variables

McAfee DXL templates use an instance variable to adjust the templates’ behavior. Instance variables can be
entered through the grid GUI at “Grid” — “Ecosystem” — “Notification” and then selecting the notification you
created at “Edit” — “Templates”.

Instance Variable Description

DXL_MessageFormat CEF or OpenDXL
Defines the format of an outbound message

OPERATION_TYPES insert/modify/delete
Defines the grid event types sent to McAfee DXL

McAfee DXL ePO Configuration

McAfee DXL Broker List, their Certificates and Infoblox Certificate

The DXL endpoint configuration requires import of DXL brokers list and their certificates on the Infoblox side as
well as import of Infoblox certificate on the McAfee side. In order to export the broker list and certificates

1. Open the menu, select “Server Settings” under “Configuration”, select “DXL Certificates” and then
click the “Edit” button on the bottom right of the screen.

v o ' ' ) -t
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2. Click the “Export All” button for the “Broker Certificates” and “Broker List” and save the files.
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3. Please not that this step should only be performed after you added a DXL endpoint.

Click the “Import” button, then click choose File and choose the Infoblox certificate that you generated
when adding a DXL endpoint in Add a DXL Endpoint. Once the file is uploaded click the “ok” button.

Import Certficae(s)

Sedett a Cotfcates) Mre (PEM) 2 import

Chocse Fle LA OY

(optional) SIA DXL Task Manager Configuration

The purpose of the SIA DXL Task Manager Tool is to provide a centralized location for DXL fabric users to
monitor and visualize DXL events within the ePO Console, and enable simple workflows within ePO to solve basic
security issues.

The SIA DXL Task Manager Tool is designed as an ePO Extension that consumes DXL Topic information and
enables policy reactions within ePO, based on the data received over a given topic. Reactions include, but are not
limited to endpoint based policy changes (such as scanning, quarantine, etc.), McAfee Active Response (MAR)
reactions (such delete files, delete registry entries, kill process) and other actions exposed by third party
extensions within the ePO framework.
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SIA DXL Task Manager, once installed, is located in "Third Party" menu section.

= @) ePolicy Orchestrator | Dashboards  gjigg SystemTree @i Queries&Reports il Policy Catalog
Recent Pages Reporting Systems Policy
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& Client Task Assignments
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Page Description

& SIA DXL Task Manager

SIA DXL Task Manager Subscription

ePO Build: ePolicy Orchestrator 5.3.2 (Buiid

156)
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To subscribe for DXL topics, it is first required to create a product.

Server Task Log

Server Tasks

Automatic Responses

Issues

j Policy Catalog

*‘J‘-J Policy Assignments

1E Policy Assignment Rules
‘1 Policy Comparison

= Client Task Catalog

& Client Task Assignments
b Client Task Comparison

,| Host IPS Catalog

Third Party

F:! SIA DXL Task Manager

1. Click on "Add New product" and enter a product name and a description. For example, "Infoblox" as the

product name and "Infoblox DXL topics" as the description.
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2. Select the product and click on "Actions" — "Subscribe to Topic" and enter a topic.

w ePolicy Orchestrator !D Deshbaardy 1= System Tree < Queries & Reports B policy Catalog Log Off o

Vird Party

SIA DXL Task Manager

Product Name List Topic Subscride Putash Tes Event

Prodiue
v Products Custom Quick fins:

dane y Apply  Qlesr
D T S T S T

{infoblox/outhoura/MIXED_ADDRESS 1™ infoblox

Infoblox

{Infoblox/outbouna/FIXED _ADDRESS [P infoblox
Jinfoblon/outtouncyHOST _ADORESS 1PV Infoblox

Jinfoblox/outDoundyHOST_ADORESS 1PV Infoblox

Anfebilasoutboued/| EASE Infobikex

:'mlr.,hln-:'nuhf-..rr::‘urYwnul 126 'n'nmr.;x

Jinfoblon/cuthounc/ RANGE_ IFVe Infoblox

Jinfoblox/outtouna/RANGE _TPVE infoblox

Infoblox convertintoePCThreatevent
l Sutisonhe 1o Topic l, 1FVEYint Infoblox
The current version of DXL template supports:

events in OpenDXL format events in CEF format
/open/threat/v1/RPZ/infoblox /infoblox/outbound/RPZ
/open/threat/v1/TUNNEL/infoblox /infoblox/outbound/TUNNEL
/open/DDI/v1/FIXED_ADDRESS_IPV4/infoblox /infoblox/outbound/FIXED_ADDRESS_IPV4
/open/DDI/v1/FIXED_ADDRESS_|IPV6/infoblox /infoblox/outbound/FIXED_ADDRESS_IPV6
/open/DDI/v1/HOST_ADDRESS_|PV4/infoblox /infoblox/outbound/HOST_ADDRESS_|PV4
/open/DDI/v1/HOST_ADDRESS_|PV6/infoblox /infoblox/outbound/HOST_ADDRESS_IPV4
/open/DDI/v1/LEASE/infoblox /infoblox/outbound/LEASE
/open/DDI/V1I/NETWORK _IPV4/infoblox /infoblox/outbound/NETWORK_IPV4
/open/DDI/VI/NETWORK _IPV6/infoblox /infoblox/outbound/NETWORK_IPV6
/open/DDI/v1/RANGE_IPV4/infoblox /infoblox/outbound/RANGE_IPV4
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/open/DDI/v1/RANGE_IPV6/infoblox /infoblox/outbound/RANGE_IPV6

SIA DXL Task Manager version 1.0 and higher (1.x releases) can be used to automatically configure response on
actions for events in the “/open/threat/v1/RPZ/infoblox” topic only.

Configuring automated response actions

To configure a response action, select a topic and click on "Actions" — "Add ResponseAction".

w ePolicy Orchestrator @ Dashbaardy ;‘:‘ System Tree & Queries & Reports ] Policy Catalog Log Off o

Thirg Parry

blA [))\l ] \i\k N'. d”dq er AG3 New product . Dakte Produce

Product Name List Topic Subscridbe Putdsh Tess Evant
v Products Custom Quick fins:
Infoblox | Hana v Apply  Clear

e & I e |
/infoblox/outhourd/MIXED _ADDRESS 1™ infoblox
/Iinfoblox/outbouna/FIXED _ADDRESS [P Infoblox
/infoblox/outbounc/HOST_ADORESS 1PV Infoblox

Jinfoblow/outoundyHOST _ADORESS 1PV Infoblox

Anfebilas/outboued/| EASE Infobikex
Jnfoblox/outbound! NETWORX (94 Infobicx
Jinfoblow/outbound! NETWORK [PV infnbriox
Jinfoblon/outhounc/ RANGE_IFVe Intoblox
Jinfobiox/outbound/RANGE _1FVE infoblox

I I Infoblow convertintoefCThreatevent
Infablex

5 _1PVa/int Infotilox

Subisonhe 10 Topic S IPVeint Infobiox

A

For the SIA DXL Task Manager Tool 1.1, the following Response Actions are available:

Convert Into ePO Threat Event
Assign ePO Client Task
Assign ePO Policy

Assign ePO Tag

Assign MAR Reaction

As an example, in this document, we configure "Convert Into ePO Threat Event" action:

1. Select "Convert Into ePO Threat Event" and click "Next".
2. Enable "Is DXL event Root Element Present" checkbox.
3. Set "DXL event Root element name" to "DXLCommonEvent" (without quotes).
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4. Specify "Threat Criteria Filter" as "Threat Category" contains "RPZ" and save the configuration.

Third Party

SIA DXL Task Manager
Response Action Wizard 1 Select Response Action _

Select Resposne Actions that needs to be applied for the selected topic

Configure Resp Acti.

Configure DXL Event Root Element

1s DXL event Root Element Present

DXL event Root element name lDXLCommonEvent

Configure Threat ResponseAction

Threat Criteria Filter | Threat Category %] | Contains ¥ RPZ

Refer "McAfee SIA DXL Task Manager Tool 1.1" reference guide for directions about configuring other automatic
responses.

Infoblox NIOS Configuration

Check if the Security Ecosystem License is Installed

Security Ecosystem license is a Grid Wide license. Grid wide licenses activate services on all appliances in the
same Grid.

In order to check if the license was installed, navigate to “Grid” — “Licenses” — “Grid Wide”.

Ungrase = MOV Orep  Momeft Severs  Comyvee

Add/Upload Templates

In order to upload/add templates:
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1. Navigate to “Grid” — “Ecosystem” — “Templates”, and press “+” or “+ Add Template” then the
“Add template” window will open.

Infoblox > Dashboards  Data Managoment  Smart Folders Q Search  adein

S . ——

Gnd Managor Upgrade Lcensea HSM Grouwp

Templates @

ThrastRAPZaTunnmiE v = DNS RPZ, Anaytics DNS Turre
Sesaion DXL Terplals

DXL_Aossrvaton_Event D8 Change DHCP Flaes Addros.
DXL_Hange_Event n D8 Change DHCP Range 1Pyd,

DXL_Notwork_Evonts D8 Changu DHCP Natwork 1Pvé
DXL _Lopse Events DHCF Loasa

covoveoeece

DXL Hoet Evert DA Change DNS Host Address |

2. Press the “Select” button on the “Add template” window.

(S
S ;

Close At Vian Hssiss

3. If a template was previously uploaded, press “Yes” to overwrite the template.

9 Tempiats "Action DXL Template RPZ LEASE abeacy exists in the catabase
&7 and will be overwritien. Do you want to continue?

o (I

Press the “Select” button on the “Upload” window. The standard file selection dialog will open.
Select the file and press the “Upload” button on the “Upload” window.

ok

Mo W o T2 3 D | e & Sunc Voww

TETIN W Diwredity e ——

i e
B DA P sk e e -
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BT Temomeliiy .

B Ddeealii oo -
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DOWMNE  Dlseat et

e

6. Press the “Add” button and the template will be added/uploaded.
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7. You can review the uploaded results in the syslog or by pressing the “View Results” button.

Casne

Semama: 00 WNOLS0N | Select

@

m

8. There is no difference between uploading session management and action templates.

Modifying Templates

NIOS provides the facility to modify the templates via the web-interface.

1. Navigate to “Grid” 2> “Ecosystem” 2> “Templates”, and then press the gear icon next to the template
you want to modify.

2. Press the “Edit” button to ogen uE the “Temﬁlate” window.

The template editor is a simple interface for making changes to templates. It is recommended to only use the
template editor to make minor changes. You can also edit, cut and paste template snippets from a text editor of

your choice.

Note: You cannot delete a template if it is used by an endpoint or by a notification.

Add a DXL Endpoint

A “DXL Endpoint” is basically a remote DXL broker(s) which should receive changes based on a notification and
configured template.

In order to add a DXL Endpoint:

1. Navigate to “Grid” — “Ecosystem” — “Outbound Endpoint” and press “+ Add DXL Endpoint” then
the “Add DXL Endpoint Wizard” window will open.

Outbound Endpoint

Do

Upgrate

PR RO v |

o

%
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2. The Name, Client Certificate, and CA Certificate fields are required.
a. Press the “Generate” button and save a certificate which should be imported into DXL client

certificates.
b. Press the “CA Certificate” button to open a “CA Certificates” window.
Name* McAfee E
Vandor Type McAtee :
Cllent Cartificate * Ganerated | Upioad

CA Cenificotes * CA Certiicaton

WAF! Integration Usamame  UsarName

WAFR Itagration Pussword  weessssississ Cigar Password
Mamber Source outhound Selectod Grid Master Candidate | grid-member? Doaitioms §
AP requests from © Current Grid Master
Comment
Donal)
Ganoal Provioun Neax Save & Ciose ~
c. Press the “+” and select the Broker Certificates from the McAfee ePO DXL then click the Upload
button.
[P I—
Cloee
Upload of the CA cortificate(s) was successful.
*O0RS a
ON="Orion _CA_captioun” Oll=  CN="Ovion CA_captious”.OU=  152ncR0n0ddt 1066-12-3 SSUTL
*Orion’”, O *"MoAtos* “Orion" Ow"MoAloo™ 10.00 00 PST
0470132
11:32:55 PST
CNClont CA_CAPTIOUS O CNe"Orion_CA_captious” OUs  2701383d0c582. 1665-12-01 SSUTLS
U DXL SroeeMgmt™ O="McA!  "Orian” C="McAke” 180000 FST
o 20470122
105347 PST
CNe"%okec CA_CAPTIOUS® CN"Cherz CA_CAPTIOUS" O  8861bcocic261 16661234 ssuns
OU="DXLBrokaMgee” O="Me  U="DIQ.BronerMomt” O="McA! 160000 PET
Aloo® o 204701-12
105347 PST
Ciose
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3. Specify “WAPI Integration Username” and “WAPI Integration Password” (NIOS credentials).

Mame* McAfee @
Vandor Type McAfes :

Client Certificate * Ganeraled  Upload Generale

CA Cenificates * CA Certiicatoa

WAP! Integeation Usemame UsarName

WAL Itagration PRssword  essissssiesss Cigar Password

Mamber Sosirce outhound Selectod Grid Master Candidate | grid-member? Dositioms §

AP requests from ° Current Grid Masier

Comment

i)

Gancal Provioun Neax Save & Cose ~

4. Press “Next” to continue with brokers configuration:

a. Press the import button and select the broker list properties that you exported from the McAfee

“Server Settings”.

b. Select the checkbox next to the broker you want to test a connection with and press the edit

button.

c. Press the “Test Connection” to make sure that everything is working.

You may need to wait a minute before the connection will work.
Add DXL Endpoint Wizard > Step 2 of 4

8883
¥ sao
' IP Address Port
[T] mcafee-dxi-broker.eco.tme.... {f6631378-e1b4-11e... 10.60.32.46 8883

2

Brokers* + ! " | B | @
Edit Broker
Host Name* mcafee-dxl-broker.eco.tme.i 1P Address 10.60.32.46
Unique ID {f6631378-e1b4-11e6-1048. Porl

Cancel Pravious Next Save & Close + |

5. (Optional) For debug purposes only: Press “next” and Under “Session Management”, set “Log

Level” to “Debug”.
6. Press “Save & Close” button.

When possible, it is recommended to send notifications from a Grid Master Candidate instead of from the Grid

Master.
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Add a Notification

A notification can be considered as a “link” between a template, an endpoint, and an event. In the notification
properties, you define which event triggers the notification, which template is executed and with which API/DXL
endpoint NIOS will establish the connection to. The DXL templates support a subset of available notifications
(refer to Known Limitations in this guide for more details). In order to simplify the deployment, this guide only
creates required notifications and use the relevant filters. It is highly recommended to configure deduplication for
RPZ events and exclude a feed that is automatically populated by Threat Analytics.

An endpoint and a template must be added before you can add a notification.

In order to add notifications:

1.

Navigate to “Grid” — “Ecosystem” — “Notification” and press “+” or “+ Add Notification Rule” then
the “Add Notification Wizard” window will open.

|nf0b|0x " Dashboards Data Management Smart Folders Girid Administration Qam.m. admin -
At o e P
Gric Marager Ui ode Licansss HSM Group W

TR T
Notification @ o Acd Notficasen Run

Tocibar w S

Quick Fiker None v |

Go b
o Go = ION Coewartor

DXL HOST_IPva DXL Ouound Teong
DXL_HOST_IPve Outbound Teergs
DXL _FIXED IPV4 Quiboung Temgl
DXL _FIXED IPVE Outboung Teergy
DXL_AANGE IPV4 L QOubound Temgs
DXL _RANGE IPVE QuIbouny Temrg...
DXL _NETWORK _#Va { Outbound Temp!
DXL NETWDRK_FVE Quibound Tamg
DXL_LEASE L Qutbound Termp!
DXL APz Outboung Temge
DXL_TUNNEL Outbound Terres

L
e
L
L
o
L
e
e
e
L
o

Specify the notification’s name and select an endpoint (Target), click “Next”.
Adkt Neieation Wirard > Smp 1 o 4 %]

O
Narre OXL_APZ h
arget ¢ 0. Selwa Evporn
Fothcaton rbes wil be resel whan pou Change e enchort ipm
Sarget Type g,
thor Tyos Nohles
Cemmen
Cascol Twead P Savw & Com -
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3. Select an event type and define a filter. Note: For optimal performance, it is best practice to make the
filter as narrow as possible. Click “Next”.

Add Noaication Weaard » Bewp 7 of 4

Ry Mabe w2 0 & marite 10 spaiy B feee ndes 6
Cowre DG APZ [
Viatzh the Mtwwng rub Haset
-
ute Nara : orErs s ool rpx
o e
Caresl Previas Ment Save 8 Codo «

4. (For RPZ notifications only) Check “Enable RPZ event deduplication” and specify relevant parameters.
Click “Next”.

5. Select a relevant template and specify the template's parameters if any are required. Click “Save &
Close”.
Add MotFosion Winwd > Beg 4 of 4 n
res— ln«mu'nm Sebut Tergtam li.‘-u

i Ll
Torvrysate Tywe Eopm

[Ty

DR MssageFurrest g

Carwmt Poorviosm s Sowe A Oce -
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Check the Configuration

You can emulate an event for which a notification was added by going to “DashBoards” — “Status” —
“Security” then on the “Dig Request” panel, fill in the “Domain Name to Query” text box and click the
“Perform Dig” button.

Dig Request o8

Run dig command on
© Grid Master
7 Grid Member Select Member

Name Server to Query (Optional)
Record Type Any v

Send Recursive Query

Domain Name to Query 'example.com Perform'D'ig

7 View RPZ Sytslog

Status DNS query completed successfully.

| <<>> DiG 9.10.2-ECS-M3 <<>> @localhost example.com Any -b 127.0.1.0
. (2 servers found)

.. global options: +cmd

.» Got answer:

. >>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 36782

. flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 2

.» OPT PSEUDOSECTION:

. EDNS: version: 0, flags:; udp: 4096
. QUESTION SECTION:
:example.com IN ANY

;: ADDITIONAL SECTION:
local.rpz. 800 IN SOA infoblox.localdomain. please_set_email.absolutely.nowhere. 9 10800 3600 2419200 900

.+ Query time: 0 msec
s SERVER: 127.0.0.14#53(127.0.0.1)
.» WHEN: Tue Sep 26 19:02:25 UTC 2017

When performing the dig request above, make sure that the “Domain Name to Query” is blocked by your RPZ.
To check this, navigate to “Data Management” — “DNS” — “Response Policy Zone”. You can export a RPZ
feed or check the content of a local RPZ.
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To check a debug log for an endpoint, go to “Grid” — “Ecosystem” — “Outbound Endpoint”, click on the gear
wheel and select “View Debug Log”.

Cisco ISE Endpoint  Outbound Endpoint

Notification @
Quick Filter None v | m | Show Filter

Edit

Delete
Qutbound Template

Test Rule

View Debug Log

Depending on a browser, the debug log will be downloaded or opened in a new tab. You may need to check your
popup blocker or download settings.

Summary

The integrated solution from Infoblox and McAfee provides visibility into network events, plugs the DNS security
gap in organizations, and automates data sharing between Infoblox DNS, DHCP, IPAM (DDI), and McAfee
product suites for faster response to threats.
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